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Design and optimization of compact AES as stream cipher in radar system

ZHOU Bin, PENG Ying-ning, TANG Jun
(Department of Electronic Engineering, Tsinghua University, Beijing 100084, China)

Abstract: In order to satisfy the encryption requirements of radar system data transfer, the Counter
(CTR) mode of Advanced Encryption Standard(AES) was modified into a stream cipher. Through structure
folding and module reuse, the resource utilization was reduced and the throughput was increased. In
Spartan3 FPGA, 276.53 Mbps throughput could be achieved only by using 728 slices. The resource-saving
pure logic mode and high-speed distributed memory mode were implemented in the design. On-the-fly key
scheduling and pipeline were also performed, which led to high throughput and security level. The real-life
test showed the design had satisfied the requirements of radar signal encryption, which revealed a great
potential of siream mode AES in radar signal transmission.
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Fig.2 Architecture of radar network

2 AR kAR S5

b ife AESUVRE S F 22 5416 PR 85 e AN 5 TR A 28 N B AR O Bun 8 vk o BRuERY AES AT 128 bit AYE K AN 3
AN AL AR K Y % B0 K B (128 bit, 192 bit,256 bit), 45 A XTI 10,12,14 KAYEERE ., —RERAE 4 43Rk,
ShiftRows,SubByte,MixColumn,AddRoundKey, & 3 JE/x T AES iE{C#E:AE A T AR,

K 4 JBR T —f s m B T 1 128 bit (ORI E, I8 % % S H 88 16x8 Y 4E 4 .
TS5 L 1 byte VE AR AEE A FEAR BT, BT LA S5 /IN A0 50805 38 3% 55 B R 8 bt

rN rounds—l

} first o | round . o | last | }
round v i > check "1 round
key [0] key [i] key [N]

Fig.3 Basic AES processing rounds
P 3 FEAEAAEH AES JEE A

1.2 @wmEHERE T
AES 3l # T BRI B s, m ARl Sy, W SCH
WA SE , RO AT 1 A58 B A Bl B o i I 2 A5 X
LRI A A R B R, e S W SR AR AR R S . A
K(HFERT ZH AN
block cipher: C; =E (M,) )
stream cipher: C, = E (m;,m,_,---,m;,m,)
B Ak R AR, etk HERESHZ. m
T ) o BT IR A A [ B AT R A e RN e
13 TERHLHE
AES [y 8 5 2 (CTR) A i [ 15 (OF B) il %5 3C 7 15 (CFB)
A AT AT LA A 3 S0 I A o B 3 o R B D, 4
FaY AT R, AT LS U 7K ok B v A R 1o s SR R i 7 4
R, H SO (ECB)E 30 BN () (0 4 i s Ak, i LA

Shift Mix |
Column Key

Fig.4 One round in encryption

4 N —ReHRAE

Fig.5 Block cipher and stream cipher
5 e A a1 1A

HEBR . CTR,OFB #1 CFB =08 A LA I /K 2% vh () A AR ZS , CTR A% A &, fomiE#E CTR B0, WK
LB IR 6 s . AXQ)FERB LR, REFEBEHL IS, =I1Si+1 v LITM , Skl Eee it

IS, = IV IS, = 1S, +1 @)

cypher

C=Ec(IS)®m, m =E(IS)®C,
22 LI S A R T B, R TT v counter

N
_\/

Gi

in S S, Sh out

WAEAFAE ST, ISR A, X 2R R 23T
TR I HLAE B IR G o SR B AR
TERE—A TN 58 A 8 A A 4T, AT e
iR 33 2t dgle 151

mi
key

Fig.6 CTR mode and pipeline design
Pl 6 CTR #Ex LA ik e e it



278 s E 5E B FIRE EOR

2 fEEENH AES R R &1

Data Bytes

il X AES MAEESE, nl UK e R [ ShiftRows
R R 2 A P 2 5 28 R IR AT M A R K
6] o] L AR g R 0 B, Rl O
AR, i H R A B A R

2.1 52& 128-bit R

~ SubBytes

| - MixColumns

AEAA ERGANGRAAAEEAAEE A4

J00EY AEARARRERG

K 7 EKoR T 58 2R 128-bitAES il % Fig.7 Complete 128-bit mode
by, HAg 16 4 SubByte Hot, 4 7 554 128-bit B LY
MixColumn F1 128 bit ) AddRoundKey #21E .
2.2 F578 32-bit R input Mix Add output
e femory SubByte Column  RoundKey fmemory
SR 7T WS4k, H SubByte, A S o PN ‘

MixColumn 1 AddRoundKey #:/E24EH T }’
M7 32 bit MARZEASE, HAT ShiftRows ‘
YER F A 11 o 4589 0] LUAEAifs v )R Fig.8 Compact 32-bit mode
&, WIEEEAMATFFET . SR fE Pl 8 HE 1T 32-bit ZEHY
REHL, B DLl T &R, AT LA A& 8 1% 32-bit A 4544 .

WL AT W 4 BHAE, 0T LUK — %8 0 % B R i 4 AR 5K

1) A% AN E : 0,5,A,F; $4T SubByte,MixColumn #l AddRoundKey #:4F , i 45 BAFH 2] 0,1,2,3 8.
AERAELEE 10 R B %R

2) HE FERAE, EHTHAGER 4,9,E,3 51 ; 3 BB a5 B AR IE T 4,5,6,7 '8,

3) EEEAE, EHHM AN B 8,D,2,7; fith4i f 5] 8,9,A,B.

4) mREBME, EHE AN ER C,1,6,B; Hil4i R 3 C,D.EF. It 77 i a7 il e e X — 3 45 1 .

SR S AR AR s TR), HEAT R — A0 R BRAE, ELEIIA BT B ERE (R A, BBk S AR R
A _F K 7 245 44 58 i 52 K 1Y 128-bit i % 75 B2 4 f5 T 50 58 45 44 (14 Bt 4 S 0

2.3 FETE 8-bit & input Mix output
memory Column memory
YRLE PR AES B 4510 (0 IR AT1E , A . SwByte  —— RoudKey = |
. y o i w w { )i —
AL SubByte Fil AddRoundKey £ s & N %—{:l:l:@ |
8 o = . JRS—T ~ |
PRACR L IBERAE T 140 8 bit A5 L T " s B —
ij u ﬂ u gﬁéf"igiﬁjﬁﬁﬁ 2 /l\jtﬁﬁ% o [zl 9 Fig.9 Compact 8-bit mode |
JER T — PP IS ) AES foHRAE. Bl 9 At 8-bit ALY

T b 5E 42 3 7 OF AT, ER g R0 L BEERAE 1 byte MUIRA/ER. B 4 byte FBHREZ M2 )5, KETRIFIR G
BAEIL, JABERAER 32-bit BAE—2, ARG REE A, YERER S 1/4 47 .

2.4 #ZEIEE M S-Box

S-Box SAICHA PR A S AR R, (R KA S TE GFQOE L EEGs A0 88 e, T T HOR
WL, HEEA KR BN

8 8 8
s'=MX(X's)" 3) e e N R s
S MX R 05 BUERE . X R 4
GF(28)jl‘jz%}ﬁ% BRI, il 10 Prs o Fig.10 Logic expression of SubByte operation
T B e BEVEHR 2 AE GFQY R I 47 . 1 10 SubByte # A9 H A2 3K

GFQYEE Ay e . i AR 306 38 25 ] DL o 20 % 3 GFQYEE E ok, RIEHE, GFQYBIRMERT LIF] GF(2?)
B, AT GFQR, MR AR AR R, s CS5AET M 5T D AR miaE BT R IE
I e S A B A 1B AL, BT LR R Kb 48 B2, OF BB Al F KR it . G sehaimlil, Honl DL oA
KN ERF LA — KL L8R,



553 1] B ®E: SXRSEBBEERNAESIZ =&ALk 279

3 h:t_g, g)-i *‘Eéi f"é]— Zﬁ 1:":.' i& i'-l- Program
| ROM Controller |—> Addr Memroy
FF 400 5E o0 T AES s 58 FE B AR R fE , By DataOut_ Dataln

PRAEER TT LA o3 il B FE A 12 55, A0 4% MixColumn,SubByte
s e, BAEEET AR N0, WA 58 A
hnag o AR A G R . 11 ROR TR AR AR BT,

2 i) 12 5 10 5T A5 OGT PN AE Mk A A s, T SR 5 1

MixColumn
16 Cycles)

SUB_Byte(1 Cycle)

L\I

N B PR B PR HE A B AR R IE . B AES R fUH ik 1
ﬂfm‘u@ﬂ' 1 /l\ 2 )%?Eﬂ:%ﬁi, Efu/ﬁ\:}"’f%“gé\4ﬁﬂ@*ﬁ Fig.ll Extremecompactmode
B, TSNS R, A R e 11 A LT

B 12 JER TR 45 % MixColumn BE3F . MixColumn 3= B 41 5 7 Fl 5 s ¥ /F , 18 % A9 MixColumn £ F 48 2
—~ 8x4 bit M F A, HIE i e, T AR A RO R BRERRRE. @ rmE 13 MRk
A, AT LA 16 AN Bk Bh JE 3k 58 B 32 bit /Y MixColumn #:4E .

AR LR T 25 M B0 2 RO A WU oy T, (B 7 o S5 A A ) st A 1 300 1) 195 0 R AR R R 1 171617,

b=a,®a,®2a,d3a b=a,da d2a, d3a

(4)
b,=a,®a ®2a,®3a, b,=a da, d2a, ®3a,
M V4L oD / _»
L U U T
A A A 8 bit
oupt (o[ a a0 o Fs{a o [a[abo{alalalalalalala]
S bit [Mul 2 | [Mul3]
input T T Y b
R R Rer] by | 5]
Fig.12 Folded MixColumn Fig.13 Processi\ng ifé IXIixColur‘nn in extreme cs)il;npact mode
12 K fRiAY MixColumn £544 411 13 KGRI 45 44 % MixColumn AbHE 2 ]

4 SEBRMKERF S

i Xilinx # ISE JF % T B AL, IF HLAT X HAR S0 4% 75 Spartan 3 2k 528 . B A7 B9 ARSI 7] 2543 B9 VHDL
R, D MR AR bR, B 0 A kR ARk R mA X 2 DMEbR. R 1R TORE R SRR Bk
PEREN™ . 2SR R M4 AR T, 8 bit AR E H BAT R/ N B, R A R AR 32 bit /Y
B B B B A kR, BRI R .

%1 1E Spartan3 | 1R 4E R
Tablel Test results on Spartan 3

S-Box data path bank # area (slices) max clock/MHz max throughput/Mbps throughput/area(x 10°)

RAM 8 2 689 117.60 85.84 124.59

RAM 32 2 728 95.026 276.53 363.85

logic 8 2 437 75.622 55.20 126.33

logic 32 2 669 58.367 169.85 253.88
original picture after block ciper after stream ciper

300
250
200
150
100

50

ho — o wh uno

—%0 0 50 100 150 260 250 300 -50 0 50 100 150 200 250 300
Fig.14 Histogram of real-life radar data
P 14 SRR R R i L5 1A
14 7R 1R G . B PG AN I & IR A 45 3R A 1R BT I8 .t TZ MR B RS A4k
v, ATRUR @ B, SORMOHORAEAE . M s AL B2 05, SO R, BE R BEPLIE s, HOK

0 0 50 100 150 200 250 300



280

EEERTFIRE 484

T P A A RT3 A 2 (S) TS ] AR e A S AT

255

H(P)=-2_ p(x)log,(p(X)) (%5
i—0
AR BN 2 LR, Zad AES B Z G EEMESE T L e
BRI, 5@ T PR 8. M R AT A A A, o Table? Comparison among different modes
ok, NEFETRIUBHEESL, BinENESES A& ILEY dataset original block cipher stream cipher

5o WE BT AN, (AR, RERALRER S, N o

0.513 5 5.590 1 7.966 0

1115 ] LAY 200 0 48 Tk 28 A A o A T B

5 i

FEARSCH, i CTR #3, #5 AES stk oy i s, JF Heih 7 AR B Bl B . AUk 1
SCEYIEE AL HIE 5 S-Box A AL N AE S GO T A5 T A . JlE fE FPGA EHEATERIE, T LA

F) 5 /)

NI BER S ANE A R O B e E) A AR IR . SRR — APl ad Xk S B T 3 R 2R AT R A

WO, KB ABS Al DUA SO R g AT RO, SR S S, S T Rl A O g IR . R SR AT ST T
A 35 BT B IIURS T30 B AR SR i 4o 5 A0 T o v P A 1) 5040 3 s T, A R R A DRSS Fg 7 300 AR 87 e 2% Ao 5 el A6
A T I3 A

S & Lk

[1]
[2]

[3]
[4]

[81]

[9]

[10]

[11]

NIST. Specification for the ADVANCED ENCRYPTION STANDARD (AES)[S/OL]. Springfield: National Institute of Standards and
Technology. (2001-11-26)[2010-04-29]. http://csrc.nist.gov/publications/fips/fips197/fips—197.pdf.

BB LT AT U Rijndael S35 A ik BOHC A o 2k B0 P Y BEFLT]. 28 22 o ik o Be S 41, 2005,19(4):43-45.
FE D3 U S IR AL JO G AT IR 2% TP () A A 4 BTN 5 4 A ()], R R S H T TR, 2008,6(4):258-261.
Good T,Benaissa M. AES as Stream Cipher on a Small FPGA[C/OL]// International Symposium on Circuits and Systems (ISCAS
2006), Island of Kos, Greece. (2006-09-11)[2010-04-29]. http://ieeexplore.ieee.org/search/freesearchresult.jsp?newsearch=
true&queryText=AES+as+Stream+Cipher+on+a+Small+FPGA &filter=&x=51&y=22.

Pawe 1 Chodowiec,Kris Gaj. Very Compact FPGA Implementation of the AES Algorithm[G]// Cryptographic Hardware and
Embedded Systems-CHES 2003, New York:Springer, 2003.

Kris Gaj,Pawel Chodowiec.FPGA and ASIC Implementations of AES[M]. New York:Springer, 2009.

Housley R. Using Advanced Encryption Standard(AES) Counter Mode With IPsec Encapsulating Security Payload(ESP)[EB/OL].
(2004-04-01)[2010-04-29]. http://tools.ietf.org/html/rfc3686.

Lipmaa H,Rogaway P,Wagner D. CTR-Mode Encryption, Comments to NIST concerning AES Modes of Operations[R]. Baltimore,
Maryland:Symmetric Key Block Cipher Modes of Operation Workshop, 2000.

Good T,Benaissa M. AES on FPGA from the Fastest to the Smallest[G]// Cryptographic Hardware and Embedded Systems
CHES 2005. New York:Springer, 2005.

Zhou B, Peng Y N, Gaj K,et al, Implementation and comparative analysis of AES as a stream cipher[C/OL]// ICCSIT 2009,
Beijing, China. [2010-04-29]. htip://www.computer.org/portal/web/csdl/doi/10.1109/1CCSIT.2009.5234770.

Zeghid M,Machhout M,Khriji L. Baganne A,et al. A modified AES based algorithm for image encryption|[J]. International
Journal of Computer Science and Engineering, 2007,1(1):70-75.

(E=REPIE

A #®1980-), H, ILKRHFMEH A, HRT(1939-), F, AT A, #Hax, Wt
R EMREA, TENFNERSE . &t Az U, DA i B S B AR S AL B A N A
et AT R . @ AE S AL #F 5K email: IEPRRR Y 2 4F , BUAE MBI SE 5 ) A TH . B 3G
zhoubin06@mails.tsinghua.edu.cn. T . EHES A Fik(E5 e,

W 81973-), B, maii A, W, Al
B, WA SI0, EEUF AN R RS
B OHIENAE S AL A,



