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Data flow anomaly detection technique and its application in Botnet detection

DENG Jun
(School of Electrical Engineering, Southwest Jiaotong University, Chengdu Sichuan 610031, China)

Abstract: Most of the current detection of P2P(Peer to Peer) Botnet adopts traditional reverse
engineering method, which is very accurate, but difficult to be implemented and shows low efficiency. It
becomes ineffective for variants. This paper attempts to find a data stream anomaly detection method
suitable to the data stream application cases, and tries to apply it to P2P Zombie Virus detection. By
monitoring network data stream, the special behaviors of P2P Zombie Virus in their spreading can be
found. The locating of the zombie host can be realized by capturing those behaviors.
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Fig.2 Procedure of improved data stream anomaly detection method
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