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Implementation of integrated multi-layer authentication mechanism to
achieve Single Sign-ON
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Abstract: This paper analyzes the network user login process to access network resources and
authentication mechanisms, including network access authentication, directory services authentication and
application authentication, makes a solution of complete integration of the three layers user login and
authentication technologies to achieve Single Sign-On, including 802.1x, RADIUS, certification, directory
service and so on. The solution in the actual production environment has been effectively applied.
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Fig.4 User’s Single-Sign-on Process
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