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A key generation scheme for wireless communication based on channel characteristics
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Abstract: Due to the openness of propagation channel, the security problem in the wireless
communication systems is more serious than that in the wired communication systems. Physical layer
security technology adopts the time-variant multipath characteristic of wireless communication channel to
ensure security transmission in physical layer. Thus, the physical layer security technology has been
developed rapidly in recent years. Traditional physical layer security technologies can just provide low key
generation rate, and it cannot be applied to frequency division duplex systems. A scheme of key generation
based on channel characteristics is proposed. Based on the multipath identification of wideband signal,
this scheme utilizes relative time delays between paths to generate initial key. Then, the length of initial
key is extended to generate the final key. The numerical analysis shows that compared with the traditional
physical layer key generation scheme, this scheme can significantly improve the key generation rate. And
because of the reciprocity of multipath delay, this scheme can be applied to the physical layer encryption of
both the Time Division Duplex(TDD) and Frequency Division Duplex(FDD) wireless communication systems.
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