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Pattern recognition method of communication interference based on
power spectrum density and neural network

ZHANG Zhibo, FAN Yaxuan, MENG Xiao
(School of Information and Electronics, Beijing Institute of Technology, Beijing 100081, China)

Abstract: Analysis and pattern recognition of the interference undergoing in the communication
system can assist the self-adaptive adjustment of the communication system parameters, thereby the
anti-jamming capability can be stronger and targeted. A wide-bandwidth communication system is
researched. Previous research shows that multi-hidden-layer neural network can resolve any form of
classification problems. In order to classify the five common interference patterns, a classification method
which uses power spectrum density and two-hidden-layer neural networks is proposed. Simulation results
show that, under different interference patterns and different Interference-Noise-Ratios(INR), the average
recognition accuracy is above 99.6%. In all the other four interference patterns without comb-spectrum
interference, the recognition accuracy is above 99.7%, while 98.4% in the comb-spectrum interference.
The proposed method has relatively stable recognition ability, and can be applied to the detection of
communication interference.
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Tablel Parameters of interference

interference pattern types of interference INR/dB parameters of interference
pattern 1 simple interference white noise of whole band and whole time
pattern 2 wide-band interference bandwidth ratio between 20% and 70%; time width ratio between 20% and 70%
pattern 3 narrow-band interference 520 bandwidth ratio between 20% and 50%

comb number between 6 and 12; center frequency random:
comb bandwidth ratio between 1% and 2%
pattern 5 linear-sweep-noise interference sweep range over 30%:; sweep speed random; noise bandwidth between 4% and 8%

pattern 4 comb-spectrum interference
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Fig.4 Recognition accuracy of different INRs

B 4 AT INR F &R g2
3 HFHig

XEFAE ARG, BEPER O E R, Nl R T AR B T IR IR R R R A RE R A R S R
eSS ), AR SCHR Y — ol T 0y A5 3 P o 2 1 24 0 3 £ T PR R 7 1, — T TR T 20 2333 3 P X e 7R
PEAT IEA AR 5 2 B, nl LS 22 4R BOY A T A A R AR, 55 — D7 T A TR 2 AN BERR (9 BP 2 9 25 %)
bkl o UG OL TS AL BRAE 07, XTI AR R AT 02 5 R WY, TN T RORTEEL INR YU )
IR A N6 R M B, Lo R A9 RS RIS T

FENHG TP A5 R G, W T HOHL 02 B 00 0 Wl UG B X8+ P00 A 2 803t BIVRT RUBE X 8 3 ik
FT RS EAS TR, BOMES A T T YRR A AR OGS B A ST B T YRR AU O ik, R T 2 R 45 A
#, Bag—ER A BT Rz AE, PR, AR BR T A SCH BT 07 U BT B9S8R HA R
SR TR AT T B . J3Ah, BETHLAR 7 T 0905 ik AT T IR p B R0, G A 1 N UL B
WA R, REAE A Sl BEAT TR, AT BE R 58 B A5 B4R T T 0 IR AR R A B Y S



% 6 1] KEHEE: ETIEEMMENENERS FHELXIRANFGZ 963

S & Uk

(1] B /NF bk 458 — R T 5 L i 7 T I0E S FR R B 7k ()] KB ZZ P 5 o 75 B 224k, 2017,
15(1):59-64. (TAO Huan,ZHOU Xiaoping,SUN Yongquan,et al. An evaluahon method of electronic jamming signal
environment based on SJR[J]. Journal of Terahertz Science and Electronic Information Technology, 2017,15(1):59-64.)

[2] SKLAR B. Digital communications: fundamentals and applications[M]. Beijing:Publishing House of Electronics Industry,
2006.

[31 #/hEABgEk. EEFAY BHEE RS D TP A sl £ T 24, 2008,29(9):1078-1082. (YANG Xiaoming,
TAO Ran. Automatic identification of interferences in direct sequence spread spectrum communication system[J]. Acta
Armamentarii, 2008,29(9):1078-1082.)

[4] ZEH 28R ERK. TR SVM BFGEE THR B[] BACHE FHR, 2016,39(24):26-29. (LI Min,LI Shidong,
HUANG Xin. Communication jamming recognition based on improved SVM[J]. Modern Electronics Technique, 2016,
39(24):26-29.)

[5]1 B&¥. TN S EAR GBI —F T8 AT BRI S LB D] i TR, 2016, (YANG

Mingxue. Research on interference cognition and suppression technology: research and implementation on SJNR estimation

algorithm[D]. Chengdu,China:University of Electronic Science and Technology of China, 2016.)

[6] WU Z,ZHAO Y,YIN Z,et al. Jamming signals classification using convolutional neural network[C]// IEEE International
Symposium on Signal Processing and Information Technology. Bilbao,Spain:IEEE, 2017:50-55.

[7] DEMIRKIRAN I,SAMARASOORIYA V N S,VARSHNEY P K.et al. A knowledge-based interference rejection scheme for
direct sequence spread-spectrum systems[C]// IEEE International Conference on Personal Wireless Communications.
Mumbai,India:IEEE, 1997:120-124.

[8] SHEN H,PAPANDREOU-SUPPAPPOLA A. Wideband time-varying interference suppression using matched signal
transforms|[J]. IEEE Transactions on Signal Processing, 2005,53(7):2607-2612.

[9] SRR, EWE. . WAJCL R 508 5 8 7 SOE M. JEat:f 7 Tl kL, 2015, (WU Limin, WANG Manxi,
CHEN Gong. Introduction to cognitive radio and communication electronic warfare[M]. Beijing:Publishing House of
Electronics Industry, 2015.)

[10]  RWEIF H3h, F k45 A MRS T X kO 8 TR RN 43 BT[], KRR ZEFH2= 5 o715 B2 ik, 2017,15(3):417-424.
(ZHU Xiaofang,ZHENG Kun,WANG Hong,et al. Analyzing jamming effect on pulse compression of active noise interference[J].
Journal of Terahertz Science and Electronic Information Technology, 2017,15(3):417-424.)

[11] k. Link16 afEbt THE AT K b iifE S M SE D). H P PR, 2015, (YAO Chao. Study on anti-jamming
technology and realization of intermediate frequency signal source for Link16[D]. Chongqing,China:Chongqing University,
2015.)

[12] DURAK L,ARIKAN O. Short-time Fourier transform: two fundamental properties and an optimal implementation[J]. IEEE
Transactions on Signal Processing, 2003,51(5):1231-1242.

[13] LIPPMANN R. An introduction to computing with neural nets[J]. Acm Sigarch Computer Architecture News, 1988,16(1):
7-25.

[14] JE&AE. Ples2fAJ M) db st 95 B K2z iitt, 2016. (ZHOU Zhihua. Machine learning[M]. Beijing,China:Tsinghua
University Press, 2016.)

[15] HORNIK K,STINCHCOMBE M,WHITE H. Multilayer feedforward networks are universal approximators[J]. Neural Networks,
1989,2(5):359-366.

[16] KELLEY C T,SACHS E W. Quasi-Newton methods and unconstrained optimal control problems[C]// 25th Conference on
Decision and Control. Athens,Greece:1IEEE, 1986:1829-1831.

1EER/ T
KA (1994-), B, WdtAEILT A, E BRAE 2 (1995-), o, LRUEHRMT N, 7R
5 o 3 S X - 0 o B 1 T e =4 7 N 71 WA, EBMG T IR R S AL EE | Hlges .

T4 {5 .email:zhangzhibo94@qq.com.
#= o OB(1994-), B, MW A, FEiEEL

BRE:  E BN 6 5 B . B0
1.




