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Radio frequency fingerprinting identification of devices using software radio
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Abstract: There are risks in Wireless Local Area Network(WLAN) because of the open channel
environment and the traditional key authentication mechanism. Radio frequency fingerprinting
identification which extracts hardware features of wireless devices for authentication, could greatly
improve the wireless network security. Based on Universal Software Radio Peripheral USRP) and GNU
Radio open source platform, carrier frequency offset of IEEE 802.11a/g signals is extracted as the
fingerprint, and the neural network classifier is used for recognition. Firstly, this method collects IEEE
802.11 alg signals and extracts the carrier frequency offset of each frame, then trains a neural network
classifier. Lastly it identifies wireless devices by using the classifier. In two typical indoor environments of
the office and the gymnasium, the recognition rate of wireless devices is more than 90%. The experimental
results show that wireless devices can be identified by extracting carrier frequency offset of signals based
on software radio, and illegal device access can be detected, which could improve the security of wireless
network.
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Fig.2 Frequency offset of wireless devices
PEATIR . IDAERE T, RSB EIEA 90.6%; KF Pl 2 oLk A E U
HHEL T, %%%%E\MMR AR 93%. SR 45 R UL IZ 2> 2 4% W] LA SE B B AR JC L MR B U R

*  e8:4e:06:56:46:db
% e8:4e:06:56:¢2:52
+  8:4e:06:56:62:40

*  e8:4e:06:56:46:db
*  e8:4e:06:56:2:52
e8:4:06:56:€2:40

-12; 200 400 } r:;)lg pOintgbo T000 1200 0 00 loogamplelpz?r?t 000 3500
Fig.3 Frequency offset of NICs at office Fig.4 Frequency offset of NICs at gymnasium
Pl 3 IpAFEIRGE TR R A I 4 PR ERERSE T G2 R AR
i, AFXTHLRL MAC Phs AR JG 2k M 45 U i 1 )
¥, Ak ‘e8:4e:06:56:2:52° RTL8S11AU J4k [ 122322?:6152650
~ MAC Hifib 2y “e8:4e:06:56:¢2:40", Dh4 il & vk ] P 42 T j“%% N L
ARG . e T B0 09 O A HLAR L 0k 3k S A Sk
P STIEI ], AP 0 P 5 MAC Sl )5 g b
M LUBERIIN 1y, G SR T S 5 . Qﬁﬁﬁ?ﬁ?ﬁ?ﬁ
4 BT 2R 18 A% 28 I MO 1 R A 45 48 B0 Bh 2 56 é
IEALHIET, MW 5 el IFEH, ‘e8:4e:06:56:¢2:40° G L § . x
28 ) B DA R AE 2 AMERTIT, A 2 R R IR dop R < L
Eﬁ%j@{&ﬂ: 90'6%’ *ﬁiﬂﬂ@]%%/\@ﬁ@ﬁ%o _120 1000 2000 3000 4000 5000 6000 7000
Ei%%éﬁ@%ﬂ%@th, Xi%éﬁl@%ﬁ%%% sample point
22U A A *@@%/fm)ﬂ EREE R T VoA - e o Fig.5 Detection of MAC spoofing
VI, IO A0 R 3 BT LA 4 2K 2 Pl 5 MAC flye izl

i MAC ﬁh”z*é%j‘iﬂl %% RIICLL AR5 55 80 MAC Mk, 570 2845 U R AR T2 — B R, A 2] 1 fh
WARBIBE A o 0 BEE A [ B0 B (L T A2 AN (] A s 2 e S AR

3.3 LGERSH

THULH, AR O LR W 45 B A IR IR AT AR A 25, A 22 T BN S B R AT A e 22 HAE — 2 I A N AR E
AR /N, AT DR B B 98 SURRE o B R EAEAR YIS 2K 4% , BEAR I Ak R A CR &, Wi B
1’5%5@&@3%%%% EHIZRGAFTEPI A . — SR A T L R G0 A0 31 Y F B WA, I 2 i) B0 Wi g s 4
00 R0 R IO G 45 S, AT A Ao o R R R 5 55— AR AR AR G AR IR — T 4 A T A S0
Ty 4 5y T4 U A T 1 To 2k i o5 T AR jZHﬁﬂﬁﬁ#‘k#%éﬂ%Eﬁaﬂmﬁﬁiéﬁi&%/\{%m%, s BRI
oAt 45 BURFAE R B2 o R GEAR A



76 AMEBMESERFERER % 18 %

4 Hig

AL HET GNU Radio #1 USRP B210 #2 4 IEEE 802.11a/g J& £k 15 £ 1 I 45 % i 22 4/ R 48 SURRAE , 38 2o A 44
A B Oy B 0E 52 BT B A U AR P ARG o 2% 7 ik T LA RN A B A% G Y A B O R AL, P R o2
W2 2 Ak o /NI R B, BERURRAE OB AE S AT B R A REAS T AR e VR Ry — A TR BOCRRAE B — Wi
Sl DURBUR B . SAHA RS 0M . WLAN 284 MR HR BURS SCR IR 19 R A Fe L BiF Tk v 284
i, BRI, AR RR, 2 T A8, TEIC NS4 A B v AT 5c . R, S8 0% T8 48 Jm 3l 9 s
fE IEEE 802.11n/ac #2410 & iy B Hi A&y s FE AU P 45 8, w2 . BRI TR mmias =, 56 1721
F1 MIMO (Multiple User-Multiple Input Multiple Output, MU-MIMO)H; A , 55 2% 3% 45 I &b SCER B T 597 (0 45 1k
Jo S W5 NFE SR 5 () £f BE 5T X TEEE 802.11n/ac #5835 4% 5 i 22 A1 MIMO 5k 4k 22 & TP 5% .

£ Lk

[1] VANHOEF M,PIESSENS F. Key reinstallation attacks: forcing nonce reuse in WPA2[C]// Proceedings of the 2017 ACM
SIGSAC Conference on Computer and Communications Security. Dallas, TX,USA:ACM, 2017:1313-1328.

[2] HALL J,BARBEAU M,KRANAKIS E. Detection of transient in radio frequency fingerprinting using signal phase[C]// The
Seventh TASTED International Conference on Wireless and Optical Communications. Banff,Canada:International
Association of Science and Technology for Development(IASTED), 2003:13-18.

(31 BRVLIE, BRI TR, 5. — ik T 28 0 M2 20 it ) 36 135 4 S IS (TR0 D7 96 (0], b B s 1 B oA 0 T B o7 i,
2013,8(4):393-397. (LIANG Jianghai, HUANG Zhitao,YUAN Yingjun,et al. A method based on empirical mode decomposition
for identifying transmitter individuals[J]. Journal of CAEIT, 2013,8(4):393-397.)

[4] BRIK V,BANERJEE S,GRUTESER M,et al. Wireless device identification with radiometric signatures|[C]// Proceedings of
the 14th ACM International Conference on Mobile Computing and Networking. San Francisco,California,USA:ACM, 2008:
116-127.

[5] VO-HUU T D,NOUBIR G. Fingerprinting Wi-Fi devices using software defined radios[C]// Proceedings of the 9th ACM
Conference on Security & Privacy in Wireless and Mobile Networks. New York,USA:ACM, 2016:3-14.

[6] BLOESSL B,SEGATA M,SOMMER C,et al. Demo: decoding IEEE 802.11 a/g/p OFDM in software using GNU radio[C]//
Proceedings of the 19th ACM International Conference on Mobile Computing and Networking. Miami,Florida,USA:ACM,
2013:159-162.

[7] WG802.11-Wireless LAN Working Group. IEEE Std 802.11g-2003,part11:wireless LAN Medium Access Control(MAC)
and Physical Layer(PHY) specifications:further higher data rate extension in the 2.4 GHz band[S/OL]. IEEE SA, 2003
[2018-11-14]. https://standards.ieee.org/ findstds/standard/802.11g-2003.html.

[8]1 St HAHIRAE St MR B ik ih 53 [D]. KU :E BB 3 R K2, 2008. (XU Dan. Research on mechanism and
methodology of specific emitter identification[D]. Changsha,Hunan,China:National University of Defense Technology, 2008.)

[9] AVEER.BHEME ARKI, G, UL F 1R & 0 S 3E sCH IO S R D 15 7). B2, 2016,3(5):433-446. (YU Jiabao,
HU Aiqun,ZHU Changming,et al. RF fingerprinting extraction and identification of wireless communication devices[]J].
Journal of Cryptologic Research, 2016,3(5):433-446.)

[10] JEsk. 155 40 CRRAE 42 BORR BB AR BF ST [D]. W /R B8 M R ¥ Tl K%, 2011. (ZHOU Bin. Research on signal subtle
feature extraction and recognition technologies[D]. Harbin,Heilongjiang,China:Harbin Institute of Technology, 2011.)

[11] HOU W,WANG X,CHOUINARD ] Y,et al. Physical layer authentication for mobile systems with time-varying carrier
frequency offsets[J]. IEEE Transactions on Communications, 2014,62(5):1658-1667.

[12] ATA O W. An extended-AMATA indoor propagation model for GSM 900/1 800 MHz and Wi-Fi 2.4 GHz frequencies[]].
Wireless Personal Communications, 2017,92(3):993-1009.

[13] LIU C H. On the design of OFDM signal detection algorithms for hardware implementation[C])// IEEE Global Telecommunications
Conference. San Francisco,CA,USA:IEEE, 2003:596-599.

[14] GKHEEF. [ IEEE 802.11 ac S5 — otk I pg 8o i fl T 5 A 0P S R HD]. B AR RIRE, 2016, (ZHANG
Tianjing. Research and application on carrier frequency offset estimation of 802.11ac RF conformance test[D]. Nanjing,
Jiangsu,China:Southeast University, 2016.)

[15] BANAKH R,PISKOZUB A,OPIRSKYY I. Detection of MAC spoofing attacks in IEEE 802.11 networks using signal
strength from attackers’ devices[C]// International Conference on Computer Science, Engineering and Education Applications.

Kiev,Ukraine:Springer International Publishing, 2018:468-477.



