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Autonomous attack of communication battlefield based on Multi-Agent
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Abstract: The communication countermeasure simulation based on Multi-Agent is studied. According
to the battlefield environment, actual needs and the synergy between Multi-Agent, the attributes,
parameters and behaviors of Multi-Agents are analyzed and defined. According to the design rules of
Observe—Orient—Decide—Act(OODA), a four-Quadrant Attack(QA) strategy for maximizing the individual
value of the agent is proposed to achieve the autonomous attack of agents. The simulation is implemented
by Repast Simphony modeling software. The effect is comprehensively observed through 2D model
simulation and the effectiveness of the algorithm is backtracked. The proportion that can maximize the
effectiveness of Red Attacker Agent(RAA) attacks can be tested according to the number of Blue
Communication Agent(BCA) attacks. Practical application testing shows that this model has high attack
rate, high realization value, which provides a new idea for the simulation of communication antagonism.
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Tablel Statistical results of different BCA scales

4

BCA scale RAA number of attacks attack rate attack time(tick)
20 10 15.72 78.6 1506
20 11 17.60 88.0 1805
20 12 18.50 925 1240
20 13 18.60 93.0 1618
20 14 19.10 95.5 1193
20 15 19.50 975 1435
50 10 32.40 64.8 1334
50 15 45.60 91.2 2269
50 20 47.60 95.4 2121
50 21 47.90 95.8 2080
50 22 48.10 96.2 2047
50 23 48.60 97.2 2014
50 24 48.80 97.6 1969
50 25 49.00 98.0 1768
50 30 49.50 99.0 1668
100 10 60.50 60.5 1051
100 15 75.20 75.2 1062
100 20 85.60 85.6 1772
100 23 96.90 96.9 2587
100 25 98.30 98.3 3376
&g

T Multi-Agent (%3 A EBCE U R T HOBRURAY IR, e ML i 8odls & S 2% SCikie b, B e —

B AT 2 3R . ARSCH EB0TE QA WM, (Rl BT X 45 Fp UL R SCEAT 05 FLEE T He RS, IEW] T Z R g Y Al
FrPE A 2P o %R T A A S B L S S R B S AR B R], SEBE TR (BB R A DA B RAA 0 B3 ]
B (B IRTCARIR B . LR AR BoR . QA SIS I R, WOREF, HEEHE K% BCA MRS L, RAA i 1]
LB TRRE, $E6m T RAA FIRIAS, M A BOE 07 R SEPRTUR . 25T Multi-Agent 19 £03 1 2 Xl F 5 Uk
HE %, #Hm_E Agent 5w b bip [a] IR REAS B 19 52 b, A SC U T w020 BUARURI 05 B0, A BERE A A DG T 5T N D4R it
B B B

S E Lk

[11]

[2]

[31]

[4]

[5]

[6]

[71]

TRA, w8 AR NP0 A ORI K % b 7 FE R (D). S AE XL, 2017,36(1):12-15,19. (WANG Qingsheng, WANG

Shoubin. Status and function of communication countermeasure in future naval battles[J]. Communication Countermeasures,

2017,36(1):12-15,19.)

Ak, {5 BB F X KBRS S B A LA )], {5 BB, 2019(1):129-130. (XU Jihui. Simulation of big
data guided communication optimization in information warfare electronic countermeasures[J]. Information & Communications,
2019(1):129-130.)

F7. ERmGER T IE AR &K BT, o E g 2%, 2018(24):158. (ZHOU Yu. Research on the development
of military communication anti-jamming technology[J]. China Strategic Emerging Industry, 2018(24):158.)

T F52. FTF Repast Simphony - £ B S5 05 BFH AR, IFEHLR SN, 2015,24(10):17-22. (WANG Yubin. Modeling
and simulation technology based on Repast Simphony[J]. Computer Systems & Applications, 2015,24(10):17-22.)

2 e A X AR A X P B R R ORI L )] KRR LR 5 L E B iR, 2018,16(2):233-238.
(LI Yan,GAO Meiguo,CUI Shuangyang. Unknown radar state recognition method for Cognitive Radar Countermeasure[J].
Journal of Terahertz Science and Electronic Information Technology, 2018,16(2):233-238.)

FET I, 5 B0 5 SCH . T 223 B R 5 B B R AR E ALD]. R BR 25 Fhor 5 715 B 22 4l 2018,16(6):984-988,
1021. (TTAN Minghui,MA Min,ZHANG Wenyi. Target localization based on Doppler frequency and range sum|[J]. Journal of

Terahertz Science and Electronic Information Technology, 2018,16(6):984-988,1021.)

TR TLL K AE . T 2 AR IR 09 T 48 T R G 0 FLE R ()], 4R HE RS 5 0 EL, 2018,40(3):64-68. (TU Weihong,
ZHANG Jianting. Reconnaissance and surveillance system simulation technology based on Multi-Agent[J]. Command
Control & Simulation,2018,40(3):64-68.)

CHENG Zilong,LI Fan,ZHANG Yulin. Multi-Agent decision support system for missile defense based on improved PSO
algorithm[J]. Journal of Systems Engineering and Electronics, 2017,28(3):514-525.

(TH% 605 11)



