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RF fingerprint extraction method based on bispectrum
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(College of Information and Communication Engineering, Harbin Engineering University, Harbin Helongjiang 150001, China)

Abstract: The classification and recognition theories of the same type of equipment based on the
Radio Frequency Fingerprint(RFF) of the communication radiation source are studied. The integral
bispectrum values of the communication signal are exiracted as the feature vector of the device, and the
Support Vector Machine(SVM) classifier is used for identification. After constructing a radiation source
identification system, the measured signals are used for simulation testing. The simulation results show a
stable recognition effect by using the proposed method, and the system can achieve nearly 90%
classification recognition accuracy when the Signal to Noise Ratio(SNR) is =22 dB. This result validates
the effectiveness of bispectrum-based RF fingerprint extraction method.
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Fig.1 Block diagram of radiation source individual identification system
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Fig.2 Block diagram of RFF extraction method based on
contour integral bispectrum

Bl 2 FF L MGE N RFF S50 AR

e Q..ut--@--‘9‘--g--;Q-'"ﬂ#‘ﬂ':-g-:l-:g;--&-‘.‘..ﬂ-u&-A--&"ﬁ':-fg

e @
NN

e o
B

average recognition rate

)

- _p' =gr--S|B-based SEI method '
- A~ -AlB-based SEI method |
—a—CIB-based SEI method
--a---RIB-based SEI method _

e o
o
e,

5,

b

0 4 I 4 I n n n J
=30 25 20 -15 -10 -5 0 5 10 15 20
Rsn/dB

Fig.3 Average recognition rate as a function of signal to noise ratio
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