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Abstract: In order to improve the robustness of the Hashing algorithm for the content modification
such as rotation, a robust image Hashing algorithm based on radial Tchebichef moment and Color Vector
Angle(CVA) is designed in this paper. The 2D Discrete Wavelet Transform(DWT) is introduced to
decompose the color vector angle of image for obtaining four sub-bands, and the low frequency
coefficients are taken as structural features. The Tchebichef moments of pre-processing image are
calculated based on radial Tchebichef moments to extract global features. And an intermediate Hash
sequence is got by combining the two features. The encryption function is designed to encrypt the
intermediate Hash for obtaining the target Hash sequence. Finally, the I, norm distance between the
initial target and the Hash sequence of the recognized image is calculated, and the authenticity
discrimination of the image content is finished by comparing it with the preset threshold. The test data
shows that this proposed Hashing algorithm is more robust than the existing Hashing algorithm, which
can accurately identify the modifications of rotation, color and scaling.

Keywords: image Hash; radial Tchebichef moment; Color Vector Angle; total variation; discrete
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Fig.1 Process of the proposed robust Hashing algorithm
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Fig.2 Preprocessing results of images
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Fig.3 Eulidean distance and Color Vector Angle
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Tablel Different attack types and their parameters

operation type parameter
salt and pepper noise 0.03,0.04,0.05,0.06
brightness adjustment 1.1,1.3,1.7,2.0
rotation 60°,80°,100°,120°
scaling 0.3,0.5,0.7,0.9
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(a) similar image (b) differential image

Fig.6 Optimization of threshold W
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Fig.7 Perceptual robustness testing
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Fig.8 Regular content modification and malicious attacks
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Fig.9 General content modification and malicious attack of "gun library" image
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Table2 Authentication decision results of different attack types of images

name Fig.8(b) Fig.8(c) Fig.8(d) Fig.8(e) Fig.8(f)

d value 18.21 17.53 33.69 35.87 40.18
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Table3 Authentication decision results of different attack types of images

name Fig.9(b) Fig.9(c) Fig.9(d) Fig.9(e) Fig.9(f)
d value 2.86 13.09 11.44 41.37 35.89
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