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Targeted adversarial attack in modulation recognition
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Abstract: Since deep learning algorithms have outstanding advantages such as strong feature
expression ability, automatic feature extraction, and end—to—end learning, more and more researchers
have applied them to the field of communication signal recognition. However, the discovery of adversarial
examples exposes deep learning models to potential risk factors to a great extent, which has a serious
impact on current modulation recognition tasks. From the perspective of an attacker, adversarial
examples are added to the currently transmitted communication signal to verify and evaluate the attack
performance of the target countermeasure sample to the modulation recognition model. Experimental
results show that the current targeted attack can effectively reduce the accuracy of model recognition,
and the constructed logit indicator can be better applied to measure the targeted effect more fine—grained.
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Fig. 1 Schematic diagram of VT-CNN2 structure
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Fig.2 The prediction accuracy of the classifier model under different SNR changes with perturbation
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Fig.3 The predicted value output of the modulation recognition model in the logit layer
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Fig.4 The logit difference between the source class and the target class of the modulation recognition model
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