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Research on electromagnetic leakage safety of Jetson Nano neural network

WU Chenxi, ZHANG Hongxin, CUI Xiaotong

(School of Electronic Engineering, Beijing University of Posts and Telecommunications, Beijing 100876, China)

Abstract: If a side—channel attack can attack the structure and framework of the neural network to
recover information such as structure and weight, sensitive information leakage will occur. Therefore, it
is important to guard the neural network computing devices against disclosure of sensitive information in
the field of side—channel attack. Based on the Jetson Nano platform, a method is designed for the side—
channel electromagnetic leakage signal acquisition during the inference of the neural network. The side—
channel analysis is conducted by using the deep learning method, and two aspects of security are
assessed. Research shows that a good network conversion strategy can improve the classification and
recognition accuracy of the network by 5%~12%. In the two evaluation tasks, the classification accuracy
of electromagnetic leakage is 97.21% for typical neural network inferences with different structures
under the same framework; it reaches 100% for the same kind of network reasoning under different
frameworks of neural network. It indicates that the side—channel electromagnetic attack method poses a
threat to the privacy of deep learning algorithms in such embedded Graphics Processing Unit(GPU)
computing platforms.

Keywords: side—channel attack; electromagnetic leakage; deep learning; one—dimensional

Convolutional Neural Network; Jetson Nano
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Tablel Effect of number of neurons in the hidden layer on the one—dimensional signal classification accuracy

number of neurons in the hidden layer training accuracy/% validation accuracy/%
500 98.93 16.12
1000 99.39 18.37
5000 99.77 20.41
10 000 99.73 20.82
20 000 99.09 21.22

MRS R AT LR Y, (e RRR M2 R 25 rp, BB TP E S A B, TR AR A BUR 2
L M TR R R IR IR L 2. SEIRATR P, fEM ZOu A BOE e, B ER R A TR T, XA
MEITCRCR I . MRS IR EERG N . RAERE I35 | AR Sy SRR AR G ) SE A FRAE

22 HREZHELETMEATIH—HESTANE

ARSCEIT BA RT3 ANML, LeNet, AlexNet PA K VGG, 5T 4 H ol bl & — 45 5 g™
25 o R T TG MG L A B S O R 25 R RS2, (R S Shy ok B 4 T 4 2R I AU BB 0 R S 36 4 2R e R T
N I D) % v ) A i 422 12 A 4 4 Ry e Kt Ak (Global Max Pooling, GMP) )2 .

T8 B Y RS 5 54 s A B i R AH G, e LT 4 R —4E B B R IH R A, e h A & e
X, A ZHEM L AR Dy x Dy x Co(Cy A B IE S, D, W AR, # A KER, Wh1; &R
RGB, W R3. FEERZEK/NA Dy x Dy x C, D AGRLITERE, CRHERZNEEL, FLPKAS,

W — . FEOCHE G5 1R AR e . RS R S AR — B KN, B — 485 U D, x
Co, H D, HEBEKN, Co N BRI IAEL, KW —T D,=Dy, Co=C, LRKMHFELKS,

WS —: TN S R DIVC R R 4B 4, B D (L), HARASECS R — s — 3

Do=DyxDy (1

WM N T ARSEAESE R MM SENE . AR T MG R RO Dy L T3 ST 90— 2 s R 0 3 R, AR
B 42 (A AE BT S I BRI . S SR O R QTR . AR SRS s — R — B
Co=Cx /Dy ©)
SR I ¢ (B ISE O  B R PO 5 B A KO R AR 2 1 A R E ), U A S AR T D x 1, TR
— BB Dy 5E XK (3)e FHHIT Do< Dy, WE S EH Dy

Dy x Dy xDy

DO: DinxDin (3)

2.3 LeNet LI &R
B B W4 LeNet!" 4T F 5 8070000 o Bg AR R 32x32 WY IR L IR R, 2 ek vh R P E 4



559 ) RREZ: Jetson Nano HEZ MKW IBB ML MR 1147

BUR. B2 Convl 15 Conv, it 2.2 1ol 4 BB 16— S 2 LR 9 5 BB I 2 s, 6o 1 4
YEHE N —AEm) AT, B 2 DR N B AL RN, B 3 AR D R I AR RO RO o rh T SRS O Y AR P K B
R A T 32x32 (05 AR/, SO D o 0 2 BRI, BRI BRI A

22 LeNet 25— 2L BRI S5

Table2 The one—dimensional convolution kernel dimension of LeNet

convolution layer strategy 1 strategy 2 strategy 3 strategy 4
Convl 1x14%x6 1x196x6 1x14x24 1x2500x6
Conv2 1x10x16 1x100x 16 1x10x48 1x1275x16
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Table3 LeNet one—dimensional network validation accuracy and parameter amount

experimental strategy accuracy/% parameter
strategy 1 62.31 1185
strategy 2 63.33 10917
strategy 3 73.20 12271
strategy 4 77.35 137 541
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Table4 The one—-dimensional convolution kernel model parameters of AlexNet

convolution layer strategy 1 strategy 2 strategy 3 strategy 4
Convl 1x11x96 1x121x96 1x11x288 1x23x96
Conv2 1x5x%x256 1x25%x256 1x5x%x512 1x5x%x256
Conv3 1x3x384 1x9x384 1x3x768 1x3x384
Conv4 1x3x384 1x9%x384 1x3x768 1x3x384
Conv5 1x3x256 1x9x256 1x3x512 1x3x256
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Table5 AlexNet one—dimensional network validation accuracy and parameter amount

experimental strategy accuracy/% parameter amount
strategy 1 79.18 1159 303
strategy 2 84.29 3725767
strategy 3 82.11 4 875 655
strategy 4 76.33 1160 455

2.5 VGG16 LG 4R

VGG P 4 M3 0 5 Jy VGG16, M4 4584 Jy 54 Block, FH:i 454 Block 4 & £ 4 5 FU2 M — A T 14 4
ik )2, HEREE XMFE A, B TR ERZY N 3x3, HIRIE 48 W4 15 A 224x224x3, H
HSR G DY TR Do < Dy, WIIE 28 I VGG16 J5 A Dy o 5K M — 15 3560 DU 9 25052 M), eib 2 6 sp ARSI
W& P .

MWET W R LR, B2 ER)ZMES, MR 7R LAEGE f1 . 3 Fh IR IS A MERT RS T 90%,
Ho 7 W i KRR IS U R, M S8R R — 4 455 R M = A0 LR W — = i 29 2% M AlexNet Al



1148 KipZBHM=EEBRFEEFR 5501 %
VGG16 W LIA H, T L i 18 50OF RN R R IR E P2 T — 4 B R M4 B9 M RE , 1 IS Ui D0 26 m 3l 1o 38 i 4 BB K
MG T %32 B, A FERE RS B I I RO

#6 VGG16—4EfL &R S5

Table6 The one—dimensional convolution kernel model parameters of VGG16

block strategy | strategy 2 strategy 3
1x3x64 1x9x64 1x3x128

ConvBlockl [lx3><64] [l><9><64] [1><3><l28]
1x3x128 1x9x128 1x3x256

ConvBlock2 [1 x3x 128] [1 x9x 128] [1 ><3><256:|
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[1x3x512] [1x9x512] 1x3x1024

ConvBlock5 1x3x512 1x9%x512 l:lx3><1024:|
L1x3x512] [1x9%x512] 1x3x1024
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Table7 VGG16 one-dimensional network validation accuracy and parameter amount

experimental strategy accuracy/% parameter
strategy 1 90.75 4910919
strategy 2 95.58 14717 127
strategy 3 92.78 19 627 655
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Table8 Comparison of the parameter amount and accuracy of the final VGG network with the comparison experiment in task one

experimental strategy accuracy/% parameter amount
VGG strategy 2+Dropout+fully connected layer(final network structure) 97.21 14911 683
VGG strategy 2+ fully connected layer 95.37 14913 223
VGG strategy 2+Dropout 96.19 14717 127
VGG strategy 2 95.58 14717 127
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Table 9 Comparison of the parameter amount and accuracy of the final VGG network with the comparison experiment in task two

experimental strategy accuracy/% parameter amount
VGG strategy 2+Dropout+fully connected layer(final network structure) 100 14911 683
VGG strategy 2+ fully connected layer 100 14913 223
VGG strategy 2+Dropout 100 14717 075
VGG strategy 2 100 14717 075
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