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Intelligent mining model of attack events based on Bayesian network

LI Yuefeng, LIU Dan
(Research Institute of Electronic Science and Technology , University of Electronic Science and Technology of China ,

Chengdu Sichuan 611731, China)

Abstract: It is difficult for traditional intrusion detection systems to obtain the relationship among
network attack behaviors. Taking an attack graph representation model as a guide, an intelligent mining
model of attack events based on Bayesian network is proposed. A Bayesian attack association graph is
established based on prior knowledge. The network attack behaviors are aggregated based on attribute
similarity. An efficient Ex—Apriori algorithm is designed for network attack scenarios to discover the
association rules among the attack behaviors, and the attack behavior group set is established. Finally,
the attack behavior group set is calculated by using the parameters of the Bayesian attack association
graph to realize the discovery of attack events. Experiments show that this model can effectively extract
network attack events and discover attack paths, and provide theoretical and technical support for the
discovery and countermeasures of network attack events.
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J5 4 Tk DT S B o R TR b SR B AR I Y T 1n) 22 B B T 0 ook R S 0 B S ORIk iR
Yi SR T Bl I 452 A KU O R T A Bk AR R G R B HE SR 5 A U ok I oY o TR A I 4%
MR EE . Ak, LR JURR 532 BT I 28 AL

75 HE T DU 7 0 2% 43 17 199 2% X ik J5 T, Poolsappasit 55U 45 5 D1 307 0 £ 55 Mg fs 14 482y — R 1 7 3h 25 20 i
P XU DA RS 3% 7 W ok B2 AT FHAME T a0 b, (HOR L BE RGN B Hu SEUOMg 8 T — b OC T DUy ik
Y I8 0 4% B ARG B, SEBL T L e KUK Ak Matthews S50 M T 006 B8 D0 b3y e < TR, B B4 M BE AR 15
T EBEE, (BB UR T ERARESHEBMR, RRITRLZEA BB DL 3 B0 Jr ik B DLt 17 9 48 76
G AT I 4 A THI BE U BT I ROR

B X DA b Im] 8, AR SCHR S — b 3 1 DU B 3505 47 O SR B K] (Bayesian Attack Association Graph, BAAG)ZE fi 53
5 Ex—Apriori 59 0 P By Bt 05 21445 B8 & 4l 45 75 (Two—Stage Attack Event Intelligent Mining Model, TAEIM),
FEA TR TAE:

1) BT 55 1 B B T DU it $0r I 26 5 Tl A7 Ay G B pR 508 g DL I ST Gl A7 Ry QBRI 3 sk ki AT Ry G B pR B
X Bk A7 0 81 i CICIDS2017 ¥ dis AR E A7 AL B, 00 BAAG 2E Wi 38 v 45 21 M i 17 S 22 18] 76 B 11 25 5 W
R, JFHE— DA B DUt Mo AT A OQER U TR S8 A, o S S B BORT i 30 e B A v B A5 AT R Rk ET
R,

2) LAY EE 2 By B Al X W28 M g = 3T T R AR Ex—Apriori Bk, ST B A E R A BT MO
12: 5 Ex—Apriori 535 %) 52 PR PR 5T R 09 90 26 Tk R AR AT AL B, SRR AR BIUAR , REA AN R R I £, ] B
Wi AT RIBYEAE IS, RIBCEAT A 18] 0 SC I ) - g 57 Mol A7 R 2 4 o d i s DL i 3o 0 o A7 2Ry G 10K &1 1Y
ZHCGBGEAT M E AT, LIRS [ 0 S AT O 3 A A R TR S A G Y A, A B R o e el R
PR EH M, JF it — 20 R I AR PRt S

I WHEEHEXEX

Yt i J 4 0 B At 0B i U o O 2, A OGO LR

ST M4 17 oM (Attack Behavior, Ab)

W 4% 15 o 47 R & I A Ab = (timestamp, Protocol, sIP, dIP, sPort, dPort, msg) B-£ 704, H ' timestamp 3 7R 1X 4~ I
A AT A R IR, Protocol 2678 MLl A7 4 Y W 28 AL LR B, sIP, dIP . sPort. dPort 73 Jjl| 75 # IP Huhik . H A9 IP
Mokl W5 A A H, msg R il 4458

FE L2 MY By B (Attack Stage, AS)

3 3 Xof P 2 i AT O B AN TR RRAE R AT 20 28 0] LORE AS 20 S AR AR, a3l e fE BOBEE B B . AR SRALT B
DT TRNBE . BRI B . S B Ab, 4% AS i BERS R4 Tl £ R

B X 3. M R (Attack Event, AE)

P 28 T o A 2 T A 0 2% e AT Ol AR AR
(i) L s 3 322 i O g ) — 1> o 3 1Y) ) 8% o
e, LA 5 AE = {4b,,,Ab,,, -+, Ab,,} TR

E X 4. BiAT 4 4E (Attack Group, AG)

W AT R A A TN 2 A M T AT R i
G ITA R, HX TAEZEAE, Y47 AE € AG.

E X 5. Wik 4T b 4 % A (Attack Collection,
AC)

Wit a2 HEAT WA AG AL,
HXHFAL R AG, ¥H AG € AC. data theft

R v S AN R s 1 e R g i R
SHEXT NS RWE 1R, B A SO SRR AN attack exit
I 5y P 455 ik i B, A 00 A 04 (] Ay 4 o 4 et Fig.1 Relationship among attack behavior, attack stage and attack event
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H, EFIAE MG EIT AR TG heE s, fikRBEAFNKIET N Z A ENIEIRTRE, £
A H AR B S A7 MR 4 AT 0 T Bl AT A dL s, R b il SR E B 1 B4R S (4D, Ab,,, Ab,,, Ab,,, Ab,, } F R
1AM .

2 TAEIM &5

AN T TAEIMBLR, e B TEIAISS M), W FEER 2 N B ab B AR, SR 5 ik T BAAG &
R ERS B R, A4 T 3T Ex—Apriori Bk A 17 A H 5 S MU ) 73k, B R I TAEIM B #Y
S PR I < = Y % B
2.1 B

TAEIM B 7Y 1y 5 B B 2 Bl o 7656 1 By B S F 50 A7 by G106 eR B0 A 7 S 36 R A S s AR AT A 3, 9
T BAAG E U vk DU B e A7 R QB IR, AR R J S B B (R A o 655 2 B B i Se OB I 4% i 47 ol O itk A7
ToUAL L, SR FH L TR A AR SR A R AR I BCR AT O SEAT AR B K IR BR U (S B, BRI T o 4
4, 4 1 Ex—-Apriori 55 & LI AT Ry (] 9SSRI, AT AR B0 AT M L4 o SR Jm f A % DL i i g
AT R 5 M AT M A HATILE 5358, X TR CR MU T h a4, K¥8 28 b 10,
TAEIM £ A 1 2 7R
data set

containing
attack

A 4

reprocessed use attack behavior
IDS prep data correlation function
the first stage: calculation

Bayesian network

association layer Bayesian l
attack BAAG
association /= generation
graph algorithm
attack flow in
real
v environment

attack event
extraction |- aggregate data based on|
attribute similarity

algorithm

the second stage:

Ex-Apriori layer association of attacks
based on Ex-Apriori

algorithm
v
extract attack
events attack group

Fig.2 TAEIM model
€12 TAEIM %71

2.2 BAAG £ &%

DU r X 28 R o = 1R R @ A 1 R IR L, B R AR R AR E 0 2 W SRR R OC R, R TR T
DK X o S5 0 B A i AR DA DLt Jr I 4 i JE 2R 7R, A B 1 D0 I T o 486 118 50 Ao SRR
2.2.1 HeAE X

P DL T A7 Ry R BR R 20, B SR A G B R AT L

FE 6 DU R AT o G BK R (BAAG) J& B 22 41~ I 46 T o 47 ok 21 B 1 I 45 ¥ $h 2549, 3R A BAAG = (G, E),
H ke XAanF

) GAHWSEES, BN ERE AWK ETH, BRI G={4b, Udb, U U4b,,}.

2) ENAMBES, RRERREY S22 EBEE, HE={e|i=1.2, -k} &R,

5E X 7. ME 3 % (Conditional Probability Table, CPT)
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R T VUM IOt 5 S S o, A0 1 AR ) T 6 R O B33 7

S8 MEFHL AL 4 B4 (Transition Probability Matrix, TPM)

W BT AT A3 0 A 2 b ) B AR B RS AE M R, B el AN 1) Ko B SR B AT, R PR — AR R
B 1) BOde A7 0 BN 1) BOae A7 0 O SR o3, &l 3 iz, Horh PARGREE AR

attack behavior sniff | port scan | Trojan horse implantation | backdoor connection | remote command | file access
sniff P, P,
port scan P,
Trojan horse implantation P, P,
backdoor connection P 2,
remote command Py
file access P,

Fig.3 Transition probability matrix

I3 FEREMEARAE

2.2.2 A DM Mo A7 Sy DGR [

g DU BT e 7 S DGR B 43 R 3AN DR, A il R AR AR AL B | ok AT O K B TS . BAAG AE .

55120 B B AR Ak B TR BN A wl A T A B HE AT N B L D R RN T RIS SR AL B U A B BT i A
IR IR 5%

52 B T AT R SR JE AR 3 T 0 AT b SR R 2R U (Attack Behavior Correlation Function, AF) 3 X £ s 45
o Mo AT RS I 25

55 3 Al H BAAG A B AR il DU i 3 ek A7 o OCHR BT, 120 SR O A8 S TAEIM B U 25 — i B (1) 2 223847 .

AF PREL 322558 S 1R 2 D o A7 A FE AN [ 2 B A SCHK BE R A5 10 S SCHRRR B, R T .

F(A4b,.4b,,)= iéka(Ab[,,Abm) (1)

Kh: AbyAb,, W2 ANHEFTH s 0, 08 kAN BIERIRUE 3 F(Ab,.Ab,, ) J 5 kA IR R R ST BE A8, B A7 b o
PR s Ve A Mo A7 o L TP IR B

XF B AT R SRR, R M AT T UG B Bear 2, R M T2 ANl AT 8 Aby,4b,, , HBGE
(P ESUSESSE

1y, y>1
FAbimsg (Abij7Abmn ): 0’ y= 0 (2)

H A(4b,, Ab,,) o 2 ATk 47 O I i 19 265 ks B BE pR) 2246
XEFIP B SR AR SCHR B, TP AR 9 48 (i Mk DA, fE BC AT O SRR TR R O B2, SR I (5) R E X
2t A o Z 18] 1P Mkl i) SC IR B

Fyy w(Aby. Ab,, )=max{ AGIP.sIP,,). AdIP,.dIP,,)} 4
h
o he
AP, IP,,)= Z—PB (5)

KL AP, IP,,) % Ab, 5 Ab, P Uit 154 10 1P SCTRALIE 5 o, 1P M e 7 0 U 90 10 40 0 AR L
Py 1P kb 4% 7 HE P (A8 B oA TP Mk () 8 7 5 8K

XF T AL B VEOCHR B, 7ER S Z B Bel AT i sl S, 2 ATl AT T AL Y et B Be AR [R) L D
P [E1 ] B AT AN B, X T AR TEAS W) Bk B Be iy 2 DB AT 0, AT RTRERAS 22 o DR MK Ik [ 3850 2 1) D JEK 2 R
BoE LT

1
FAinmc (Abija Abmn ): em (6)

AT=

T(4b,) -T(4b,,)

(M
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s T(4b,)H Ab, KA T(4b,,) H Ab,, & A HE]
F I AF pRBCAT DLAS A 2 DTl A7 o B SCHR L, o — 0 ml DU T DL i S8y o 28 g 2 DL i 37 i el A7 o SRR A
Mk TABIM A5 2D ) 55 2 B B S (1 T 52 ) [RI B8, BAAG A2 U TE AT
algorithm 1 BAAG generation algorithm
input:data set L, relevance threshold 0

output:Bayesian attack association graph BAAG
BEGIN

1. Algorithm initialization

2. Unify and standardize L and obtain the preprocessed data A4

3. for [ € A,get source IP address SrclP,destination IP address Ds#/Ptime T,Attack name
msg

. for each (4b,,4b,,, )€ A do

.if F(4b;, 4b,,,)>0 and Ab; or Ab,,, not in G:

.add Ab; or Ab

. end for
. for each (4b,,4b,,)e G do

9. add edge to E, the weight is (4b,, 4b,,, ) support degree of the child node to the
parent node

10. end for

11. delete useless edges and nodes

12. generate BAAG=(G, E)

13. generate CPT and TPM

14. end for

END

2.3 BT Ex-Apriori EEM W HIT A HERK

Ex-Apriori 575 2 £t X Apriori 515 75 W 26 T i 4 5 N 0R AR FURE 8% B2 A g 0 R0 R0 3 3 09 o 38 2ok 4 o3 0ai
P A PRE , X UG AT A A GBS G A Y SRR B R AN T B IBOI B A L [R] InER) A R g — 20 T R A
e 47 by 8] B O IBC RO, JHL 5 ol FH 2 - 3 A5 38 5L A A () A R DG 1 25 S I A4 B 3 o 0 AR E AT BT A AR
W AT A
231 HEHREX

KT Ex—Apriori Bk MR E LWF -

7E X 9: SCHEFE (Support)

SR RE RN IR B G R G AE AC T R B BN AE AC T I B Ee A XTT?QE?@E‘J%/E.\{AbU,Abmn}v L i
1) L HFEE N = (8) i .

asanodeto G

mn

0 N N L A~

Support(Ab,.Ab,,) =N (A4b,.4b,,)/N (AC) ®)

ij? ij?

K : Support(Ab,. Ab,,) HULEi AT K Ab, 5 Ab,, WIS HE R N(Ab,,Ab,,) 5 Ab, 5 Ab,, TEXCHEHE AC BRI IS
N(AC) J BEIREE KN

JE X 10: 5 (Confidence)

BB RN TELE AT O Ab, A B OU N Mo AT O Ab,, AR RE AR, B 4b, F Ab,, [R] I A B BT Ab, K
A OB EL ], = (9) TR .

Confidence(Ab;—> Ab,,)=P(Ab,,|Ab,) =P(A4b,.4b,, )P 4b,) )
Kh: Confidence(Ab,— Ab,,, ) HUGHATH Ab, X Ab,, B ETE; P(Ab,,|Ab,) FHEAb, BRI AERIEILT b, KAERIER.

S BRI (LifY)
P2 T IR K B A5 ¥ Confidence(Ab, — Ab,,) 5 Ab,, W AT A R AEMEZ L, W (10) xR .

Lif(Ab;—> Ab,,,)= Confidence(Ab,—> Ab,, )P ( 4b,,) (10)



5 1 FEIEE. BT NI MR R R 1373

Lif(Ab; — Ab,,) } Ab; 5 Ab,,, WAL T, 45 Lifi(Ab, — Ab,,)>1, WK Lifi(Ab, — Ab,,) (4G fN, Ab; 5 4b,, 1Y
T TG P th #8755 5 Lif(Ab, — Ab,, )< 1, WK % Lif(Ab, — Ab,,) W /N, Ab, 5 Ab,, ) F kI VR  #5
Lifi(Ab, — A4b,,)=1, K~ Ab, 5 Ab,, ToAH KM .

FE 12 Wl AT A B IR F

Yo A7 I B AL RN AE B A 2 A WG et AT it ZHRFERFEFR/ADIFRFENZ A IEH1T R,
232 TR EAACUE NS I RE

5 3L F i M AR RLRE 19 O AT O 3R A iR A RS BRI EE R B I 45 Mo gkl . T LD IR B R, &t
25 VR ) Yo AT ok 44 G AT L i Ex-Apriori 55 A

FEF @ M AR AL RE (0 B AT R 3R A R 48 A0 SR AE — i B[R] N S 1 2 A B AT O Z T AR AR TR AR B HL s T
B A, WA DK XS BT MR G o BT AL Bl N R B 47 iy @ e, ¥ BGh A7 R Z T AR LR 2 L h

13 B AT A AR AL (SIM)

2 2 NI AT N (sIP, dIP, sPort, dPort, msg) 5¢ MR, MRl —NTh47 R, SIM R 15 X5 HAMRAEE 2 A~
A 47K Ab, 5 Ab,,, AR RUE T =N D Prs .

k
SIM(Ab,, 4b,,)= > wSIM,(4b,, Ab,,, ) (11)
1

e SIM(4b,.Ab,,) H Ab, 5 Ab,,, {) SAARLEE 5 Sim, (4b,, 4b,,) } Ab, 5 Ab,, FE 55 kA~ J& P b 9 AR L (UE 0 2
D wRh ANFERMEE A, 2 RESRE5E I wrENER R,

F 1 AREHERAEE
Tablel Weights of different attributes

attributes weights
msg 0.60
sIP 0.15
dIP 0.15
sPort 0.05
dPort 0.05

2R SIM(Aby,4b,, ) =1, Fw W47 0 4b; 5 4b,, 58 M, "I ARG A — D247 b w2k
SIM(Ab,. b, )= 0. WIFRIH AT Ab, 55 Ab,, 584 A . RWALTE ; W15 0 < SIM(Aby. Ab, )< 1. 327 AT
Ab; 5 Ab,, W REAFTERIROC R, M HREG NHES Z, T mMEMPUE N EEE T R G e g i 5, 530
Wi A7 24 G VE 0 Ex—Apriori 55 3% 19 i A AT DL %0 2 55 TAEIM #5270 55 2 B B () A 0%
2.3.3 Ex-Apriori 5 1 ffi i

A T T 2 B 2 .
T, XA 6] AR N Y I 2% AT
FEAT AT, AT LA BB AT Sy (] Y G
I HE U 5 S I B A7 o 2R 2

W i Ex-Apriori 535 95 43 4b B
e VAR IR 4 R, 7 I % 5 b <datasubsm O <dmsubset2 O
L TR AR Y B 4R 2 i BRI 8] W A7
fitt 1, RO 36 T & AR BLRE SR A e i I
Hi AT Ry A AR A () A 2 4 BRI [ U 4R TR
HEF g, B A i R T X5 ek AT ok
ARG, EHN AR —r
Or I St A7 Ak R o e CEIPPEE Fig.4 Split the data set through the Ex—Apriori algorithm
HIEES P4 Wit Ex—Apriori B3R Ab PRECIE S

YT RATEL, ERIEED, T I,
AR B WAL B TR D, 4 B RT3 43 5 15 B 0 BUE 74 Db, L RIER, IS 2R 5 I 4 Bt 3 S i
o, UL Y I 2 R AT D AE R ) B R A B 22, LA AR R B AR o PRI Ex—Apriori 5V 7E i TR
T B K 22 DA R M B R T 0 R ) B [, e sBE 4R T Apriori Bk BT B — bR 4 )R SRR REEAE
Dt U AT B T A RS AR T MR R (R B N 2% T AT o B R R R AR, AR SRR AR AR

split according to cycle T

data subset i .

thread i

thread 1
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D KW BB B AT S N INA T AT M AE R 02, AR AR LR B B
il i Ex—Apriori kX Wi A7 o 2L G UEATIRI, Sl doh Ao A4, FRAA T

Algorithm 2 Ex—Apriori algorithm
Input: Attack collection AC, Number of groups k, Support threshold min_support, Confidence

threshold min_confidence, Minimum number of frequent item sets Num, Super collection Z
Output: Attack group AG
BEGIN
1. Algorithm initialization
2 divide AC into k groups and get item, to item,
3 for group L, to L, do
4 for item set item, to item do
5. if support,>min_support and number of itemsets N > Num
6. add to frequent itemsets F,
7 end for
8 end for
9 create a confidence set C={}
10. for F, to F,, do
11. if support,.>min_support and conf,.>min_confidence
12. add to AG
13. end for
14. add Zto AG
END

24 BEFTAEIMER LR EEHF

2.2 N AT DLFRECDL B o AT o G BRI BAAG, Gt 2.3 9 7 v AT LR B i AT R 4 4E AG. H I
F T TAEIM A5 AY i o5 354 & H ik R

Algorithm 3 Attack event extraction algorithm
Input: Bayesian attack association graph BAAG, Attack group AG, Conditional probability table CPT,

Transition probability matrix TPM

Output: Attack events extracted BAAG—-AE
BEGIN

1 Algorithm initialization

2 Initialize BAAG-AE

3 for 4b,,, in AG do

4. if 4b,,, match Node, which is in BAAG
5. add Node,; to BAAG-AE
6 generate edge e for Node,

7 end for

8 for e in BAAG-AE

9. generate the weight of e according to CPT and TPM
10. end for

END

3 EBWESN

3.1 BEESIEMNIER

H B¢ T R 4 22 4 0F 28 48 G 28 JF 5l 42 K £ /& DARPA9S . KDD99 HI NSL-KDD, {H & i 46 %5 4fi 4 5 4> it
A, T BB 4 vl /> i S 5 ol 2 T 0 0 S W B 1 I 45 T I 6 . B R RN ), S B AR
I K 24 22 A F 52 BT AR B CICIDS2017 , iR Hi 48 1E 3 i i DL S & 7 2 R i A7 S i i 52 T 2 i, ek
B I) DAL — 3 B M0 o, b A — AR R E R L, S 0 R 4 ik U 2 1 f# . DoS. DDoS. BiE .
Heart-bleed i1 Scan %%, R4 5 EUNFE 2 FrK .
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2 MR RS

Table2 Details of CICIDS2017 dataset

date types of attack size
Tuesday FTP-patator, SSH-patator 11G
Wednesday DosS slowloris. DoS slowhttptest, DoS hulk. DoS goldeneye. Heart-bleed 13G
Thursday brute force. XSS. Sql injection. infiltration 78G
Friday Botnet ARES . port scan, DDoS LOIT 8.3G

ST R A PEN R RS AL A 34, B 1R X TS IR AT O MR A i ad 3RS SOk KK I TR AR
BRI MR ERE; 824 ¥ Ex—Apriori 875 5 338 Apriori B IERISCRIEAT LR ; B34 RE
BAAG A= i 84 1 ¥ 78 DU o el A7 R SR BRI, O 45 A A R0 2 A B B A S 56 445 SR 4 78 TAEIM B AR, il i X Fb S B

Tt S A o 0 A AR ) 5 PR 5 A R
32 XWHERKR S

T 38 1 5 A W T PR B RS B AT O ORI 7 T, SEAE Ubuntu R 48 H 222 Snort I X4 CICIDS2017
(4 peap SCOFHEATREIN , RAT 1AL 75 UG BOki 17 o a1 alert.csv STHF, R 3 A BIRCHE F4E Jm Wn 181 5 7R
Ao T AR AL B i AT O RS T EE X G B AT B AT R, RA R IR 3 PR

timestamp sig_generator sigid sigrev msg proto  src srcport  dst dstport ethlen tcpflags tepseq tepack tcplen
07/07-0; 1 54 4 DNS SPOOF query response with TILoUDP  192.168.10.3 53 1921681019 8251 2 :23:AEIBADOKSY
07/07-0; 1 2025 3 INFO web bug 0x0 gif attempt TCP 2221582121380 192168109 9938 2 IACERIDIFOKITA  ***AP*** OXTFA9E10x381577
07/07-0: 1 83 9 WEB-CGI wrap access TCP 192168109 9930 12517719 80 ? B:0x199 A" OxEE3720x7A325%
07/07-03:58:40: 1 w02 7 ICMP Destination Unreachable Port UnICMP  192.168.10.9 192168103 BBACSF1D:1F 18:66:DA9BEI 0xA2
07/07-03:58: 1 w02 7 ICMP Destination Unreachable Port UniCMP  192.168.10.9 192168103 BBACSF1D:AF 18:
07/07-0401 1 1058 7 WEB-MISC jsp view sTCP 54055 8 00:25:00:A8:C4:00:C1:B1:14:£B:0x218 0x2BSDEZ0x870A07
07/07-0401:05 1 2025 3 INFO web bug 0x0 gif attempt TCP  199.59.88.242 80 1921681025 54055  00:CI:B1:14EB:00:25:00AB:CAORCE  ***AP** Ox870A070x2B8DE
07/07-04:01:05.403630 1 1058 7 WEB-MISC weblogic/tomeat jsp view STCP 1921681025 54055  199.59.88.242 80 00:25:00:A8:C4:00:C:
07/07-04:01:05.458822 1 2025 3 INFO web bug 0x0 gif attempt TP 199.59.88.242 80 1921681025 54055  00:C1:B1:14£8:00:25:00:A8:C40x2C6 0xB70AO£0x2B8DEE
07/07-4 1 1054 7 WEB-MISC weblogic/tomeat jsp view sTCP 1921681025 54059  199.59.88.242 80 00:25:00:A8:C4:00:
07/07 1 1054 7 WEB-MISC weblogic/tomcat jsp view sTCP 1921681025 54060  199.59.88.242 80 00:25:00A8:C4:00< FE
07/07 1 1058 7 WEB-MISC weblogic/tomcat jsp view sSTCP 1921681025 54061  199.59.88.242 80 00:25:00:A8:C4:00:C1:B1:14EB:0x23E OXGES216 0x183F5B
07/07-04:01:05.515061 1 2025 3 INFO web bug 0x0 gif attempt TP 19959.88.242 80 1921681025 54059  00:C1BI:14EB0025.00:ABCA0X2CS ™ 0x5DD63,0xBOD4BI
07/07-0: 1 2025 3 INFO web bug 0x0 gif attempt TCP  19959.88.242 80 1921681025 54060 25:00:A8:C4:0x2C6 Ox18CFES0X9734FA
07/07 1 2025 3 INFO web bug 0x0 gif attempt TP 19959.88.242 80 1921681025 54061 ABCA0X2CS Ox183FSBOXGES218
07/07 1 1058 7 WEB-MISC weblogic/tomeat jsp view sSTCP 1921681025 54074  199.59.88242 80 14EB:0x21D OXADS9CIOAAGT3E
07/07 1 2025 3 INFO web bug 0x0 gif attempt TCP  199.59.88.242 80 1921681025 54074 OXAAG73{0xADS9D
07/07 1 1054 7 WEB-MISC weblogic/tomeat jsp view sSTCP 1921681025 54073  199.59.88.242 80 0xBODBG:0x697A11
07/07« 1 2025 3 INFO web bug 0x0 gif attempt TCP  199.59.88.242 80 1921681025 54073 0x697A110xB0D86:
07/07« 1 1058 7 WEB-MISC weblogic/tomeat jsp view STCP 1921681025 54072  199.59.88.242 80 0xB5CA3E0XCET92C
07/074 i 2925 3 INFO web bug 0x0 gif attempt TP 199.59.88.242 80 1921681025 54072 0xCE19200x85CA3/
07/07-0401: 1 1000001 1 COMMUNITY WEB-MISC mod jrun oveTCP 192168105 58672 1049712655 80 0x1751C90x84316C
07/07-04:01:35.603174. 1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 192168105 58673 5216091170 80 OxBSFIDCOXT13FBC
07/07-04:01:43.807349 1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 192168105 58689 1049712655 80 0x9A6DCIXCOS6CC
07/07-04:01:43.847922 1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 192168105 58673 5216091170 80 13FCE
07/07-04:01:44.177768 1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 192168105 58691 1049712655 80 8D1
07/07-04:01:44.219840 1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 192168105 58673 5216091170 80 13FDC
07/07-04:01:55.271928 1 58 15 NETBIOS SMB IPCS unicode share acce TCP  192.168.10.25 54150 1921681019 139
1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 1921681014 52023 232108611 80 0x260E6C0x988320
1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 1921681014 52024 4011221322 80 0x92F8AGOXTSSTEQ
1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP  192168.10.14 52025 232108611 80 OXAESBT10xF8SEAE
1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 1921681014 52207 232108611 80 Ox9DBBEAOXFEC2CT
1 10000011 COMMUNITY WEB-MISC mod jrun oveTCP 1921681014 52024 4011221322 80

Fig.5 Raw attack behavior data
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Table 3 Comparison of attack behavior data aggregation rate

date number of raw data after polymerization polymerization rate/%
Tuesday 18 450 3233 82.5
Wednesday 5903 1629 7.4
Thursday 8518 2356 723
Friday 7532 1943 74.2
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