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Abstract: The multi-level threats attribution in conventional Internet of Things(IoT) environments
is mainly achieved through the classification of network data relationships, which overlooks the
similarity between conventional data and threat data, leading to a large number of false positives in the
attribution results. In response to this, a multi-level threats attribution method for IoT environments
based on deep learning and genetic algorithms is proposed. A deep learning neural network is
established to identify threat data in the IoT environment, and batch normalization operations are added
to separate conventional data from threat data, extracting features of multi-level threats data. Genetic
algorithms are applied to obtain the optimal individual, achieving the initial node attribution and
positioning of threat data. Experimental results show that the attribution results obtained using the
proposed method have fewer false positives and are more accurate, meeting the practical needs for the
security maintenance of loT environments.
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Tablel Setting of communication parameters for IoT peripherals Table2 Main control computer configuration
item parameter configure parameter
frequency range GSM & LTE -
dul orthogonal frequency division multiple access CPU Inter Pentium G2020 @ 2.90 GHz
modulate BPSK,OPSK Operating System(OS) Windows 10
channel bandwidth/kHz 180 Motherboard M CM6731_CM6431_CM6331
signal bandwidth/kHz 3.75
data speed/kbps 200 internal storage 16 GB
access mechanism LTE primary hard drive 500 GB;700 rad/min
data frame maximum load/ bytes 1 600
Reto reception sensitivity/dBm -130 video card Nvidia GeForce 505
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Table4 Convergence numbers of different methods

number of convergence /bars

loT path the method of this paper reference [3] method reference [4] method reference [5] method
application Layer Path 1 # 2624 1837 2014 1645
application Layer Path 2 # 1356 1154 954 1277
network layer path 1 # 1566 1340 1292 1067
network layer path 2 # 464 287 315 193
sense layer path 1 # 1364 1057 1296 1104
sense layer path 2 # 2269 1 846 2154 2 095
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Fig.4 False alarm count results of different traceability methods
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