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Analysis of back—door coupling characteristics of

High Power Microwave on radar cable
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Abstract: To investigate the potential damage caused by High—Power Microwave Weapons(HPMW)
attacking radar systems through exposed cable backdoors, a cable model between radar units is
established. The effects of different cable types, installation heights, electric field directions, and cable
lengths on coupling signals are compared and analyzed. The characteristics of coupling signals are
measured through irradiation experiments, and the impact of coupling signals on radar is analyzed.
Corresponding protective circuits are designed, and other protective measures are discussed. Theoretical
analysis and experimental results indicate that the peak voltage and waveform of the coupled signal are
greatly affected by factors such as cable type, installation height, and electric field direction, while the
resonant frequency of the coupled signal is greatly affected by cable length. The threat of coupling
signals can be reduced through technical protection measures and reasonable cable layout.
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Tablel Cable parameters

cable type cable specification ~ wire material wire diameter/mm cover material shielding material ~ shielding thickness/mm outside diameter/mm
single line LIFY_1qmmO00 copper 1.20 PVC(Poly Vinyl Chloride) - - 2.5

twisted cables UTP_LIFY_lqmm copper 1.20 PE(Poly Ethylen) - - 2.5

coaxial cable RG58 copper 0.47 PE(Poly Ethylen) copper 0.122 4.0
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Fig.2 Connection diagram of design studio
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Table 2 Extreme values of P2 point coupling signals at different heights

lowest height/mm

item

10 100 200 300 400 500 600 700 800 900 1000
maximum voltage/V -534 -617 -533 -548 =551 -558 -594 -638 =775 -826 -898
time of peak/us 0.11 0.40 0.11 0.11 0.11 0.11 0.11 0.11 0.40 0.40 0.40
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Fig.8 Voltage waveform of coupling signals with different heights Fig.9 Spectral distribution of different electric field directions
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Fig.10 Coupling signal waveforms of cables with different lengths Fig.11 Coupling signal spectrum of cables with different lengths
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cable length/m 30.0 22.5 15.0 7.5 1.0
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