$23% T KRN =ZE58BFEEFR Vol.23, No.7
2025 47 H Journal of Terahertz Science and Electronic Information Technology Jul., 2025

XEHE: 2095-4980(2025)07-0655-08

HEFIREE & X B NR&EHRFERERAFI T
(ER R Heli e 24 A i RbEBRbe, K TR 300074)

B OE. ABRAMAABEERNEEL AR W RA WL AEEE S, BH —FHARAREK
A EERAMRBBEARAN T ER S HRKAFIRR T E., GABLRANT ZHER X &
Ak, REDEGHE,;, #TRE - FARP2 X IEALERHERNLE RN XEHAEZER
EREEH; RERITT —MoERAFIFL)INSE FE, B % F AR SN EKRNE
ANBFEEUNEZER, HEIAHARERNEZREAFLBEAREN L2 ARG EES B EF
Wk, EREREXW, KAXHR T EWNWOORIEHEZ L 90% U £, WEREF HAHENEH®
BHERERAT 212%. AXH BT EERGREBSCORNERE ., ) AR EMHEETHL
TREFEHEARERS, VR REN L2 ENET T HFRETFARARERE,

KR ARREEK; AMHZEEHLL; KA¥I(FL); HERT

FESES: TN6OL MHEFRERL: A DOI: 10.11805/TKYDA2025031

A terahertz fingerprint recognition learning method for power equipment in
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Abstract: A terahertz fingerprint recognition and clustered Federated Learning(FL) collaboration
method is proposed for anti—tampering protection of power equipment in power—supplied distribution
areas, aiming to enhance the security management of massive distributed power devices within such
areas. Firstly, specialized manufacturing techniques are employed to create terahertz tags for power
equipment, providing a foundation for physical anti—counterfeiting. Then, a dual-branch multimodal
convolutional neural network is introduced to detect abnormal tampering of device fingerprints. Finally,
a clustered FL training method is designed to address data—sharing challenges caused by privacy
concerns in anti—-tampering recognition models, enabling distributed joint modeling and efficient
collaborative training of terahertz fingerprint data across multiple devices in power—supplied distribution
areas. Experimental results demonstrate that compared with traditional methods, the proposed approach
improves recognition accuracy by 212% over the histogram similarity algorithm. Additionally, it
significantly outperforms conventional image recognition algorithms in terms of fingerprint recognition
accuracy, training efficiency, and ensuring data usability while maintaining privacy. Finally, the
fingerprint recognition accuracy reaches more than 90%, which provides a novel technical pathway for
security monitoring and attack prevention of power equipment.
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Fig.1 Generation principle of terahertz fingerprint of power equipment

AR UL A P LT B AR 2 S e R
2 BEFUHXEZEEESRME MK KH 19037 %

K25 1% & 8 SU M MR O e T ik & e 4, Bl TG BIMRs . M ERE, KL &E
LA T SRE A M 2 A6 IR A 1Y IE W B A7 B R R AR AR TR , LR R AR AR . WX I B AT S EA E
WEBSUER ICE B HGE SE & & S8, B —FH T R 2ZHE SRS 0 AR i & S a3l h ik, didiETr
ST 37 22 46525 345 T 25 W 4% (Dual-Branch CNN)#EAT 7 Hi 48 SR 51 -

A3 Sl 25 B A 28 ) 2% S 30T 4T Sl A IRR b BRAT: 55 v 26 TR €0 0 TR 58 2 20 28K, a5 A ) 288 28 1 03 20 9
A B[R 43 S A3 X4 Sl 35 Al 20 I 4% 10 A2 0 JEL AL S B i A B B S T) 25 1 0 e T 10 40 Stk AT b
I AR A A A BRFE o A SO B IR GR35 SRS R S B AR A, R OB 26 B S B4 e IRIA TR
SRR oy S A HR E BA AR S G, OB RSy S T AL B SRR . AN T ER R — R AR RS L bR A
T PR BRI -

2.1 RetisgEGEH X

b 1R 0 15 A TS A Bl bR 28 7 A ) R 2% I B RIS, SR FH L 3 B A 2 T 4 I BRI MG b 1) S TR AR AE . (B
AW RS EE N x,, HRNKxw, Wlx, e R™,

KM T HRMEAE S0, BT EREBRTE. 485 R AR A T 3 BRI B Jm i =5 18 R A

=W, xx,+b, ()
Krfr: Wy e RS g ZgEBBUL, K, MK 5350 8 BB ML b, 9w B I y, e R % BUS (94 th HE1E
B, YERE S hxw'
B i B A =7 W A 4 = B b WA N o (1 N R (T B o (22 B N P X
p>=pool(y,) ()
B JE PEAT IS 2 5. ] ReLU #0i% pRBION 45 R 45 R A7 AR Lot s 4



658 ABEH PSR TFERSRE 52 %

ReLU(y,) =max(0,y,) 3)

22 HS{ERE G LR

TER 3 S B R M, 20 5 1 )2 Fi A6 )2 19 R R K
AN TRl A P RRIE A RO G U1EHQ§T$Uthﬁ$Ej‘E’J1n S8id
fERlA, WA E R S R, RSSO

Sf=o,p,to,p, 4

e p A EURATRRE s p, A RS EMRHEE s o, o, WALEE , o ta,=1, Al 12622 21538, o fla, AT R
PEALS R EEE AR FNRA R R IR, B T N2 AEES TR IAE S .
23 HIHEEFEERN

A JE RIE IS B 2ER)R, R SR B S B Co B B A 1ALl Softmax 3% BREEAT
DHRAES

XT3 254555, Softmax bRECKE W 2 4t i A6k B 258 0 A1

geXp(ﬁ-)

il I AR R R BEAT LA o RRAE R A A R
i 21 U DR ﬁﬁﬁﬁﬂﬂ%ﬂ%ﬂ‘]ﬁfﬁ%ﬁi%

e CONHE i SR TIN5 f D Rl R A f 0 288 1 2R A0 i o
24 IG5 MREY
W0 2% 1) I 25 B A 2 dre /IR U 25 2R 55 S0 bR 4 2 T Y 28 57 o R A2 SUJR 451 2% R %8 (Cross—Entropy Loss, CEL)
T A5 o 38 U0 2k pR 8 CEL Al %2 (6) 15
Leg=- iyi log C; Q)

oy, H IR B IR
RUp 32 Z A4 B 22 I 28 RO S5 R AN IR 2 FT 75, 2% 05 4 T A 280 Ak B OR b 2% e TR 435 5 RS S RS, B U
é‘&?EE’Jm[%%?EJfFf_FﬁEﬂlno X3 32 A5 TR 2 M 45 ﬁZﬁ%%’UﬂKIﬂE%&H’Jz&%%%, i 7 R WK b 2% T 940 90
7 MR BRI RRAE, fe 00 i A PR A B N ZR G AR B, 4R T IRBIR BRI, S T R0 & it

raw
fingerprint
image

convolutional i
layer poo Mg ReLU

ayer activation
Iayer
fully
connected
layer output

layer

feature confidence

terapgrtz image convolutlonal ﬁusion Softmax/ output
of device : ayer i i
reflection layer  pooling ReLU o4 —_ __Slgmmd C

layer actlvatlon
' layer

Fig.2 Structure of dual-branch multimodal convolutional neural network
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