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Dual-edge APUF circuit design based on controllable delay time
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Abstract: Physical Unclonable Function(PUF) is a highly practical hardware security primitive that

can be widely used in information security fields such as IoT device authentication. However, the strong
PUF has strong correlation between inputs and outputs, which makes it vulnerable to attacks by Machine
Learning(ML) algorithms. In view of this, a delay—controllable dual-edge Arbiter PUF(APUF) circuit
based on the delay—controllable unit and dual-edge triggering mechanism is proposed. Firstly, a delay—
controllable switching circuit is employed to optimize the path of the conventional APUF and adjust the
circuit delay deviation to reduce the correlation between the Challenge—Response Pair(CRP). Secondly, a
rising—edge arbiter and a falling—edge arbiter are employed to capture the dual-edge delay response of
the PUF circuit respectively, which double increases the number of pairs of CRP of the PUF. Finally, a
dual-edge arbiter PUF circuit is proposed based on the TSMC 65 nm CMOS process and the Cadence
Virtuoso design platform, the circuit and layout are realized in a fully customized way. The experimental
results show that the logic function of the circuit is correct, the uniqueness and reliability of the PUF are
51.01% and 0.025 57 respectively. And the prediction rates of ML attacks corresponding to Logistic
Regression(LR), Support Vector Machine(SVM), Artificial Neural Network(ANN) and Light Gradient
Boosting Machine(Light GBM) algorithms are 59.71%, 62.75%, 86.00% and 80.92%, the resistance to
ML attack is significantly improved.
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Fig.1 Schematic diagram of APUF circuit structure

5l 1 APUF HE 235 b SR 1]
2 FERTRIIREASTEEKIZIT
APUF i, 1% B S I SR 45 S R A9 B2, PRI, 2 01 4% 2 2 Bsf A9 A 5 5 38 7 B HEE AR A0E A ) /A 55 22 TR



50 ABEH PSR TFERSRE 52 %

RSRALPER R . I ML Koy, 75 H 55 25 9% A28 A 1R 5 f5 2 0 [0 (8] %) AF OGP o A2 IR A 458 B 0 3 ok 41 79 i 8 H
JE AR 4% BE AR 0 JE SR IF (], P A 4550 AR AU 45 B A8 A e ) A R DG, L B el 080Dl 4 ) 7 B A2 5 5 22 i) 7 i) 1) A DG M
FE B} R 5 Y T 56 L 6 P I 4 IR B AL W 2K K (P—channel Metal-Oxide—Semiconductor, PMOS) {4 45 [ £ Fll N
118 4 J8 B Mk ¥y 2§ & (N—channel Metal-Oxide—Semiconductor, NMOS) it 5 W 4% 2 1, 0 & i B 50 70 Al ZE i 2
JC,  Hor e LT AT IR Y B AR S S 2 SOM AR 1Y AE I 2 SRS B R o AR 2 R, J0h A ) EE IR 5T S BT
A AT T B TAT A% i 58 AL i A5 S A s e e, [R50 032 O B LR Uy, B0, SE 800 A
S HE L FETF O R, A G R B SR 2 B 2 RS A A Y BR AR AT N AT B e R T SR AR
b o R R TR, IERT BT HL B A NMOS B AN SE 4 T3l , RoCWi s, Hima bz TR, Rk, %
I"TH 2% 1) PMOS 88 M 58 42 S WHIR S B 822 T IR KA, T4 PMOS B HLTLE Wi K, il & 55 20 11 vl A% a1 31
sk, SRR TES AR L, 32 i T MR P S 0 R R PR S Nl 2 Ty S

Inl

.. I N21
bias unit

(a) circuit diagram (c) delay unit symbol

Fig.2 Delay time controllable unit circuit
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Fig.3 Dual-edge APUF circuit with controllable delay time
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