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Abstract: As heavy-haul railway plays an increasingly important role in cargo transportation, the
security of their broadband mobile communication networks becomes more and more critical. Aiming at
the limitations of traditional network security testing methods such as restricted evaluation scope and
large resource consumption, cyber range technology is innovatively introduced to conduct the security
evaluation of heavy—haul railway broadband mobile communication network. Seven security assessment
indicators for the broadband mobile communication network of heavy-haul railways have been
determined, including data link layer testing, interface testing, Operation, Administration, and
Maintenance(OAM) system security testing, network, configuration management testing, performance
pressure testing, vulnerability scanning and penetration testing, and security operation and maintenance
monitoring testing. The specific testing contents of each assessment indicator are elaborated. The cyber
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range is employed to simulate the real environment, and Distributed Denial of Service(DDoS) attacks,
malware attacks, authentication attacks and network delay attacks are selected as the four typical
scenarios that are more common and representative in actual operation for testing. Based on the four
attack and defense scenarios, the data of Central Processing Unit(CPU) utilization, memory utilization,
bandwidth, latency, jitter and packet loss rate changes of each network element and link under attack are
obtained. Finally, the network risk assessment is carried out using the hierarchical analysis method, and
the results can be used as a reference for the security assessment of heavy—duty railroad networks.
Keywords: heavy-haul railway; cyber security; cyber range; assessment indicators; analytic
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Fig.1 Safety evaluation indicators for heavy—duty railway communication network
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Table2 Criteria for determining each risk status

quantitative

risk level  evaluation description of each risk status
value
low risk P>=80 the inspected system is in a high security state with low risk
medium B the inspected system has certain security risks, but the risks are controllable and there is no probability of major dangerous
risk 80=P==60 accidents, which can meet the normal communication operation of the railway

o the inspected system has significant security risks and should be immediately reinforced for safety,and cannot operate
high risk P<60
normally
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Fig.2 LTE-R network topology
[§12 LTE-R MZ847ihAl

K3 R B

Table3 Design scenarios of experimental scene for shooting range

DDoS attack simulation malicious software attack simulation identity authentication attack simulation ~ network latency attack simulation

scene
attack Distributed Denial of Service(DDoS) password cracking and identity forgery
malicious software propagation attack network latency attack
mode attack attacks
the core router and critical links of a simulated heavy—duty railway identity authentication system and
. . . o o . key links of simulated heavy—duty
attack simulated heavy—duty railway broadband mobile communication critical links of simulated heavy—duty ) )
. o . o . . railway broadband mobile
target broadband mobile communication network business application server railway broadband mobile o
communication network
network and critical links communication network
1.attempt to use brute force password
. . . . . . cracking to attack the identity
1.simulate multiple malicious hosts 1.inject malicious software into the o
. . L authentication system.
initiating a large number of requests business application server and
. . 2.falsifying identity information in an 1.add artificial delay in critical links
to the core router, causing network simulate the process of malware
. . attempt to bypass the identity and simulate delay attacks.
. congestion. propagation. o o .
experiment . . . . authentication system. 2.monitor link latency, bandwidth, and
2.monitor the changes in bandwidth, 2.monitor performance changes such as
step o . 3.monitor performance indicators such other performance indicators to
latency, CPU utilization, and other server bandwidth, latency, and packet .
o . as packet loss rate and latency of the observe the impact of latency on
related indicators before and after, loss rate, and observe the impact of )
. . . identity authentication system, and communication quality.
and observe the impact of DDoS malicious software propagation on .
o . o . observe the impact of identity
attacks on communication quality. communication quality. o
authentication attacks on
communication quality.
data o . o I - . .
et record the changes in six key performance indicators, including CPU utilization, memory utilization, bandwidth, latency, jitter, and packet loss rate, before and
collection
after the attack
methods
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Table4 Settings of attacked network elements in different attack scenarios

attack category attacking network element objects attack link
DDosS attack PGW,SGW,PCRF PGW-SGW(L,),SGW—eNB(L,),PCRF-PGW(L,)
malicious software attack eNB,PGW,SGW UE-eNB(Z,),eNB-SGW(L,),PGW-SGW(L,)
identity authentication attack HSS,PCRFMME UE-eNB(L),eNB-MME(L,), MME-HSS(L,)
delay attack SGW,PGW,eNB SGW-PGW(L,),PGW Application System(L,),eNB SGW(L.)
140 140
—-@=- DDosS attack—-CPU usage before attack —®= DDoS attack-memory usage before attack
—&— DDosS attack—CPU usage after attack —&— DDoS attack—-memory usage after attack
120 F — M- malicious software attack-CPU usage before attack 120 b — M- malicious software attack-memory usage before attack
—m— malicious software attack-CPU usage after attack ~—®— malicious software attack—-memory usage after attack
—4~— identity authentication attack-CPU usage before attack —4~= identity authentication attack-memory usage before attack
100 F —&— identity authentication attack-CPU usage after attack 100 F —&— identity authentication attack-memory usage after attack
& =¥= delay attack-CPU usage before attack = =¥~ delay attack-memory usage before attack
% —¥— delay attack—-CPU usage after attack Tg —¥— delay attack—-memory usage after attack
8 <
g 80 s 80
o) g
g Z
= - -
> 60 Z 60 L\\
o g
° £
40 F 40 F
201 Al 20 s
Zer A
0 1 1 1 1 1 1 1 1 1 1 1 1 0 1 1 1 1 1 i L L L L L 1
PGW SGW PCRF eNB PGW SGW HSS PCRFMME SGW PGW eNB PGW SGW PCRF eNB PGW SGW HSS PCRFMME SGW PGW eNB

(a) changes in CPU usage before and after attacks on various network elements  (b) changes in memory usage before and after attacks on various network elements

Fig.3 Changes in CPU and memory usage of each network element before and after different attack scenarios
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—@- DDosS attack-bandwidth before attack -®- DDoS attack—delay before attack

9 000 |—®— DDosS attack-bandwidth afier attack ——DDosS attack—delay after attack

— M- malicious software attack—bandwidth before attack 120 f—™- malicious software attack—delay before attack

8 000 |—® malicious software attack-bandwidth after attack —#— malicious software attack—delay after attack

— A~ identity authentication attack-bandwidth before attack —A~- identity authentication attack—delay before attack
7 000 | —&— identity authentication attack-bandwidth after attack 100 |-—&— identity authentication attack—delay after attack

a =¥~ delay attack-bandwidth before attack -¥- delay attack—delay before attack
£ 6000 ¥ delay attack-bandwidth after attack —¥—delay attack—delay after attack
= z sof
E B
'g % 60
=]

40

20 / ‘—.—A::-—-:

>-¢ ¥-¥
0
[
SUUTVE VOB VOV TG
(a) changes in bandwidth before and after each link attack (b) delay changes before and after each link attack

Fig.4 Changes in bandwidth and delay of each link before and after different attack scenarios
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20 90
~®= DDoS attack—jitter before attack =®-= DDoS attack—packet loss rate before attack
18 |—® DDosS attack-jitter after attack 80 —®— DDoS attack—packet loss rate after attack
~®= malicious software attack—jitter before attack —®- malicious software attack—packet loss rate before attack
16 |_—®— malicious software attack—jitter after attack —&— malicious software attack—packet loss rate after attack
=A&- jdentity authentication attack—jitter before attack 70 | -4~ identity authentication attack—packet loss rate before attack
14 | —&— identity authentication attack—jitter after attack —&— identity authentication attack—packet loss rate after attack
=¥- delay attack—jitter before attack N 60 —-¥- delay attack—packet loss rate before attack
12 | —¥— delay attack-jitter after attack % —¥— delay attack—packet loss rate after attack
s10F E
= <= 40 |
= Q
8 3
<
ok 230
4k 20
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-A |
2F D g w-¥ Y- 10 o-o
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NN R QD &S O Q
VOVES VIV Y VIV VI FN VO VIV ORED VIV YV VOE VR ENTT VY
(a) changes in jitter before and after attacks on each link (b) changes in packet loss rate before and after each link attack

Fig.5 Changes in jitter and packet loss rate of each link before and after different attack scenarios
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