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Abstract: In an electromagnetic countermeasure environment, communication behavior recognition
is a crucial component of signal mining and utilization in electromagnetic space. Under non—cooperative
conditions where prior information is difficult to obtain, acquiring electronic intelligence requires
performing signal feature analysis on reconnaissance—acquired communication data and conducting
communication behavior recognition. Based on extensive analysis of domestic and foreign literatures, this
paper summarizes the definitions and classifications of communication behavior oriented toward non—
cooperative wireless networks, introduces the concept and primary approaches of communication
behavior recognition, and categorizes various existing implementation methods along with their
characteristics. Finally, it concludes the main problems and challenges in current communication
behavior recognition research and prospects potential future development directions for this technology.
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Fig.1 Communication behavior classification
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Tablel Summary and comparison of existing communication behavior recognition methods

type literature model/methodology advantages and disadvantages
. [5-71 frequency bands, protocols, statistical environments where strong prior conditions, rules, or protocols are
based on prior knowledge o . . .
[21-22] rules, etc. known; however, it is often difficult to acquire prior knowledge
[171,[23] clustering lack of prior knowledge, unknown classification of communication
based on machine learning . behaviors; however, when processing large-scale data, there are
[24],[27],[31] classify

problems such as high computational complexity and long training time

[14],[16],[19][39-40],[42]

convolutional neural networks

complex environment, high computational complexity, incomplete data,

based on deep learning [15].[35]

attention mechanisms

etc.; however, the training of neural networks requires high computing

[47-48]

generate adversarial networks

resources, and the adjustment of parameters and the selection of key

[38],[41],[44-45],[49],[50]

hybrid networking

features are time—consuming
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