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An unsupervised domain adaptation method for specific emitter identification

«©

WU Qiong, LI Zhigang, SHI Jibo, WANG Qian, ZHA Haoran”*

Abstract: The rapid development of mobile communication technology has generated abundant
unlabeled radio source signals. To fully utilize unlabeled data, this paper proposes an Independence
Criterion—based Unsupervised Domain Adaptation(ICUDA) method for specific emitter identification.
The independence criterion is employed to measure the similarity between the source domain and the
target domain, and combined with an improved convolutional neural network to transfer knowledge from
the source domain to the target domain, thereby helping improve the classification performance of the
target domain that contains only unlabeled data. Under seven transfer scenarios constructed based on
Software—Defined Radio(SDR) dataset collected in a laboratory environment, compared with baseline
methods and three unsupervised domain adaptation methods, the proposed method achieves the best
classification performance in the target domain across all scenarios, with an average recognition accuracy
of 84.2%, demonstrating that the proposed method can extract features with good inter—class separability
and intra—class compactness on the target domain, effectively reducing the target domain's dependence
on high—quality labeled data.

Keywords:Specific Emitter Identification(SEI); Unsupervised Domain Adaptation(UDA); similarity
measure; Hilbert—Schmidt Independence Criterion(HSIC)
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Fig.1 Overall structure of unsupervised domain adaptation network based on independence criterion
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Tablel Target domain recognition accuracy under different transfer scenarios(unit:%)

method 20 dB—0 dB 18 dB—0 dB 16 dB—0 dB 14 dB—0 dB 12 dB—0 dB 10 dB—0 dB 8 dB—0 dB average
baseline 4.67 6.16 6.72 4.10 4.11 5.60 7.38 5.56
DAN 26.05 22.78 23.34 25.49 239 24.46 25.86 24.55
DANN 58.82 59.29 56.86 55.46 53.31 61.72 60.04 57.93
MRAN 74.98 80.11 64.43 68.16 76.6 70.12 72.18 72.37
ICUDA 80.47 80.58 79.93 80.27 87.21 88.89 92.06 84.20
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Fig.2 Confusion matrix of the target domain in ICUDA under four transfer scenarios
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Fig.3 Display of target domain features of different unsupervised domain adaptation methods in an 8 dB source to target domain transfer scenario
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Table2 Target domain recognition accuracy of whether to add attention mechanism module under different transfer scenarios(unit:%)

method 20dB—~0dB 18dB—0dB 16dB—~0dB 14dB—0dB 12dB—»0dB 10dB—~0dB 8dB—0dB average
ICUDA 80.47 80.58 79.93 80.27 87.21 88.89 92.06 84.20
w/o CBMA 79.83 79.93 77.96 80.86 84.78 83.94 87.02 82.05

AR SCHR 7 3 T S o D) Y B0E B (ICUDA) J5 7 FH A5 B0 G M B i 7, 7 592 36 4 A 05 P >R 4 B9 SDR %
itk EIEAT TSR IE . 1R T RS Sh, ICUDA i F AR B80S 56 b - S U0 M 52 84.2% , L RELR 5 12
Pim 1 78.64 A 4 L, HEIRAREY MRAN J7 i 48 & 17 11.83 /AN 4 i, #2780 1 JC W= A Bl S I8 A4 TR 114 o



%1 X I, %F: —MATHERMFIRNN T EEBIENTT X 105

P (HARSCCE I T MR B T R, 2 1 25080 R A AER2 R o AR SR T AR, 5 5 0 AR G 7
11, AW Tk, AR S5 H 37 5 T By SELR ) [R] L

5% Lk

[1]

[2]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

LIN Yun,TU Ya,DOU Zheng,et al. Contour stella image and deep learning for signal recognition in the physical layer[J]. IEEE
Transactions on Cognitive Communications and Networking, 2021,7(1):34-46. DOI:10.1109/TCCN.2020.3024610.

SHI Jibo, ZHANG Han, WANG Sen, et al. FEDRFID:federated learning for radio frequency fingerprint identification of WIFI
signals[C]// GLOBECOM 2022-2022 IEEE Global Communications Conference. Rio de Janeiro, Brazil: IEEE, 2022: 154-159.
DOI:10.1109/GLOBECOM48099.2022.10001439.

ZHANG Yibin,ZHANG Qianyun,ZHAO Haitao,et al. Multisource heterogeneous specific emitter identification using attention
mechanism-based RFF fusion method[J]. IEEE Transactions on Information Forensics and Security, 2024(19):2639-2650. DOI:
10.1109/TTFS.2024.3353594.

WANG Meiyu, LIN Yun, JIANG Hang, et al. TESPDA-SEI: tensor embedding substructure preserving domain adaptation for
specific emitter identification[]J]. Physical Communication, 2023(57):101973.

FLIVLEISCR A N2 A5 T ] ADS-B A5 S AR S IR AN U0 BB AR RS BT[], AR 2% R 5 i TR oA, 2023.21
(9):1100-1108. (WANG Yihui,YAN Wenjun,XU Congan,et al. Design of lightweight model for specific emitter identification of
ADS-B signal[J]. Journal of Terahertz Science and Electronic Information Technology, 2023,21(9):1100-1108.) DOI:10.11805/
TKYDA2023077.

LIAO Yilin,LI Haozhe, CAO Yizhi,et al. Fast Fourier transform with multihead attention for specific emitter identification[J].
IEEE Transactions on Instrumentation and Measurement, 2024(73):1-12. DOI:10.1109/TIM.2023.3338706.

PENG Linning, ZHANG Junqing, LIU Ming, et al. Deep learning based RF fingerprint identification using differential
constellation trace figure[J]. IEEE Transactions on Vehicular Technology, 2020, 69(1): 1091-1095. DOI: 10.1109/TVT. 2019.
2950670.

TAMURA H, YANAGISAWA K, SHIRANE A, et al. Wireless devices identification with light—weight convolutional neural
network operating on quadrant 1Q transition image[C]// 2020 the 18th IEEE International New Circuits and Systems Conference
(NEWCAS). Montreal,QC,Canada:IEEE, 2020:106-109. DOI:10.1109/NEWCAS49341.2020.9159777.

LIN Yun, WANG Meiyu,ZHOU Xianglong, et al. Dynamic spectrum interaction of UAV flight formation communication with
priority:a deep reinforcement learning approach[J]. IEEE Transactions on Cognitive Communications and Networking, 2020,6(3):
892-903. DOI:10.1109/TCCN.2020.2973376.

LIN Yun,ZHAO Haojun,MA Xuefei,et al. Adversarial attacks in modulation recognition with convolutional neural networks[J].
IEEE Transactions on Reliability, 2021,70(1):389-401. DOI:10.1109/TR.2020.3032744.

TU Ya,LIN Yun,HOU Changbo,et al. Complex—Valued networks for automatic modulation classification[J]. IEEE Transactions
on Vehicular Technology, 2020,69(9):10085-10089. DOI:10.1109/TVT.2020.3005707.

TU Ya,LIN Yun,WANG Jin,et al. Semi—supervised learning with generative adversarial networks on digital signal modulation
classification[J]. Computers, Materials & Continua, 2018,55(2):243-254. DOI1:10.3970/cmc.2018.01755.

LIN Yun,TU Ya,DOU Zheng. An improved neural network pruning technology for automatic modulation classification in edge
devices[J]. IEEE Transactions on Vehicular Technology, 2020,69(5):5703-5706. DOI:10.1109/TVT.2020.2983143.

SUN B C,SAENKO K. Deep CORAL: correlation alignment for deep domain adaptation[C]// Computer Vision—ECCV 2016
Workshops. Cham:Springer, 2016:443-450. DOI1:10.1007/978-3-319-49409-8_35.

CHEN Chao,FU Zhihang, CHEN Zhihong,et al. HOMM:higher—order moment matching for unsupervised domain adaptation[C]//
Proceedings of the AAAI conference on artificial intelligence. Menlo Park,CA:AAAI, 2020:3422-3429.

M, e BT . 3 S8l R AR AR P B AT B 2 ) IRk ) SR R[], BR2E AR 5 TR, 2020,20(20):8245-8251. (SUN Qiao,
LING Weixin. Source domain selection in transfer learning based on domain similarity rank[J]. Science Technology and
Engineering, 2020,20(20):8245-8251.)

B R TR A A R B . SR T AR GE Tl ST P v ) A R IR R BRI SR R R (). TH AL TR S R, 2022,58(22):54-64. (HU
Zhenwei,WANG Tinghua,ZHOU Huiying. Review of feature selection methods based on kernel statistical independence criteria[J].
Computer Engineering and Applications, 2022,58(22):54-64.) DOI1:10.3778/j.issn.1002-8331.2203-0527.

PENG Yinan,ZHOU Yuan. Specific emitter identification via squeeze—and—excitation neural network in frequency domain[C]//
2021 the 40th Chinese Control Conference(CCC). Shanghai, China: IEEE, 2021: 8310-8314. DOI: 10.23919/CCC52363.2021.
9549470.



106 AHZBMFERFRERER %24 %
[19] AGADAKOS I,AGADAKOS N, POLAKIS J,et al. Chameleons' oblivion: complex-valued deep neural networks for protocol—

Agnostic RF device fingerprinting[C]// 2020 IEEE European Symposium on Security and Privacy(EuroS&P). Genoa,ltaly:IEEE,
2020:322-338. DOI:10.1109/EuroSP48549.2020.00028.

[20] DU Mingyang, HE Xikai, CAI Xiaohao, et al. Balanced neural architecture search and its application in specific emitter
identification[J]. IEEE Transactions on Signal Processing, 2021(69):5051-5065. DOI:10.1109/TSP.2021.3107633.

[21] WANG Meiyu, LIN Yun, LIU Chang, et al. TESPOSDA-SEI: tensor embedding substructure preserving open set domain
adaptation for specific emitter identification[J]. Wireless Networks, 2023,29(7):2935-2951. DOI:10.1007/s11276-023-03317-5.

[22] WANG Meiyu,LIN Yun,TIAN Qiao,et al. Transfer learning promotes 6G wireless communications: recent advances and future
challenges[J]. IEEE Transactions on Reliability, 2021,70(2):790-807. DOI:10.1109/TR.2021.3062045.

[23] ZHANG Yinghua, ZHANG Yu, YANG Qiang. Parameter transfer unit for deep neural networks[C]// Advances in Knowledge
Discovery and Data Mining. Macau, China: Springer International Publishing, 2019:82-95. DOI: 10.1007/978-3-030-16145-
3_7.

[24] LUO Yong, WEN Yonggang, LIU Tongliang, et al. Transferring knowledge fragments for learning distance metric from a
heterogeneous domain[J]. IEEE Transactions on Pattern Analysis and Machine Intelligence, 2019, 41(4): 1013-1026. DOI:
10.1109/TPAMI.2018.2824309.

[25] LONG Mingsheng,CAO Yue,CAO Zhangjie,et al. Transferable representation learning with deep adaptation networks[J]. IEEE
Transactions on Pattern Analysis and Machine Intelligence, 2019,41(12):3071-3085. DOI:10.1109/TPAMI.2018.2868685.

[26] ZHU Yongchun,ZHUANG Fuzhen, WANG Jindong,et al. Deep subdomain adaptation network for image classification[J]. IEEE
Transactions on Neural Networks and Learning Systems, 2021,32(4):1713-1722. DOI:10.1109/TNNLS.2020.2988928.

[27] PENG Meixin, LI Zhanshan,JUAN Xin. Similarity—based domain adaptation network[J]. Neurocomputing, 2022(493):462-473.
DOI:10.1016/j.neucom.2021.12.089.

[28] MA W D K,LEWIS J P,KLEIJN W B. The HSIC bottleneck: deep learning without back—propagation[C]// Proceedings of the
AAAI conference on artificial intelligence. Menlo Park,CA:AAAI, 2020:5085-5092. DOI:10.1609/aaai.v34104.5950.

[29] GANIN Y,USTINOVA E,AJAKAN H,et al. Domain—adversarial training of neural networks[J]. Journal of Machine Learning
Research, 2016,17(1):2030-2096. DO1:10.5555/2946645.2946704.

[30] ZHU Yongchun, ZHUANG Fuzhen, WANG Jindong, et al. Multi—representation adaptation network for cross—domain image
classification[]J]. Neural Networks:the Official Journal of the International Neural Network Society, 2019(119):214-221. DOI:
10.1016/j.neunet.2019.07.010.

EEE N

R 1997-), L, EEOLHIIEA, EEORDS &=EB1979-), B, WL, B, EEHRE

W ok IR e S B SR A KR B L email: wuqiong2016@ POl = oal I OF L RS B

hrbeu.edu.cn.

T BRQ000-), B, 7EERM LML, FEMRN

SEUkE(1997-), B, EEE LA, BEMR DT mONECAE S 55
IR ) L RS BRI

EEAR0996-), F, EEE LR A, EEV
Ia] {5 5 Ak 25 45U



