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Intelligent car anti-theft device design based on frequency hopping

communication

LI Xin-chao LI Ji-kai
(College of Computer and Electronic Information Maoming University Maoming Guangdong 525000 China)

Abstract: In order to solve the problem that the existing anti-theft device was easily to be cracked and
reproduced when communicating at a fixed-frequency, a new anti-theft device was designed on nRF905
which had the function of frequency modulation. Since the communication frequency was kept changing
the information could not be interfered or intercepted and the anti-theft device was difficult to be
reproduced and cracked. Through the communications program optimization and program design, the
reliability of the frequency-hopping communications was improved. The car owner could gain prompt
access to car conditions and alarm information through the two-way communication function. The
multi-sensor detection circuit design could improve the reliability of the anti-theft device. The new
anti-theft device has been tested to have a good effect so it has good prospects of application.
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Fig.1 Structure diagram of the car anti-theft system
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Fig.2 Interface circuit of nRF905 with microcontroller
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3.1 nRF905
3.1.1nRF905
2 nRF905 CPU nRF905 3 PWR_UP, TRX_CE TX_EN 4
( ) nRF905 CD,AM,DR
MCU SPI nRF905 5 (
)
1 nRF905
Table 1 nRF905 operational modes
PWR_UP TRX CE TX_EN operating modes
0 X X Power-down and SPI-Programming
1 0 X Standby and SPI-Programming
1 1 0 Radio Enabled-ShockBurst TX
1 1 1 Radio Enabled-ShockBurst RX
3.1.2 nRF905
1)
a) MCU nRF905 PWR_UP,TX_EN,TRX_CE (10X)
b) MCU SPI RF nRF905
c) MCU (TX-address) (TX-payload) SPI
nRF905
d) MCU TRX_CE,TX_EN
e) nRF905 ( CRC ) (1000kbps,GFSK,
)
2)
a) MCU nRF905 PWR_UP,TX_EN,TRX_CE (10X)
b) MCU SPI RF nRF905
c) TRX_CE TX_EN RX nRF905
d)  nRF905 (CD)
e) nRF905 (AM)
f)  nRF905 (CRC ) nRF905 CRC
(DR)
g) MCU TRX_CE standby ( )
h) MCU SPI
i) nRF905 AM DR
3.1.3
nRF905 nRF905 RF CH_NO HFREQ_PLL
HFREQ_PLL O 430 MHz 100 kHz
1 868/915 MHz 200 kHz 1024 (H)
H=(422.4+(CH_NO);0/10)x(1+HFREQ_PLL)
CH_NO=(001001100),=(76)3, HFREQ_PLL=0 H=(422.4+76/10)x(1+0)=430.0 MHZ
430 MHz 100 kHz 100 kHz 0~128

12.8 MHz T=800p s
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Fig.3 Flowchart of the anti-theft device
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