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convolutional neural network
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Abstract: Radio Frequency(RF) fingerprinting identification based on the physical layer of wireless
devices is an effective way to ensure communication security. The conventional RF feature extraction
methods are susceptible to interference from changes in the Signal-to—Noise Ratio(SNR) of the channel,
which are not suitable to dynamic SNR communication situation. A RF fingerprint identification method
based on Convolutional Neural Network(CNN) is proposed, which could fulfill RF fingerprinting
identification under dynamic SNR condition and significantly improve the recognition rate under low
SNR condition. In addition, the experiments are implemented to identify four different power amplifier
devices. The experimental results show that the comprehensive recognition rate of the proposed method
is 89.4% under dynamic SNR of 0.5~14.5 dB.
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Fig.1 Block diagram of RF front-end for radio communication system
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Fig.2 Structure of simple neural network
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(a) constellation without channel noise (b) constellation with 10 dB SNR (c) constellation with 0 dB SNR

Fig.3 Constellation without channel noise, and constellation with 10 dB, 0 dB SNR
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(a) constellation diagram of PA 1 (b) constellation diagram of PA 2

(c) constellation diagram of PA 3
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Fig.5 Constellation diagram of different PAs without noise

Pl 5 BoA M Sk R N [ D i B2 2 1]

22 1SIgLL AR

(d) constellation diagram of PA 4
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Fig.8 Recognition results of convolutional neural network Fig.9 Recognition rate of CNN and SVM test sets
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