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Convolutional Neural Network Radio Frequency fingerprint identification

method for co—existence of cooperative signal and spoofing signal

ZHANG Yaqi, YANG Chun®, LIU Youjiang, YANG Dalong, QIU Yongtao

(Institute of Electronic Engineering, China Academy of Engineering Physics, Mianyang Sichuan 621999, China)

Abstract: The radio frequency fingerprints are inherent features of the device hardware, and will not
change with the transmitted signal, therefore they are often used in communication anti—spoofing. In this
paper, the neural network is adopted to process the original signal samples obtained by the receiver,
including I/Q sequence, amplitude/phase, binary image of constellation diagram and color density
diagram of constellation diagram to achieve anti-deception effect. When the signal-to—interference and
noise ratio is in the range of =30 dB to 30 dB, the signal recognition accuracy can reach up to 99.93%.
Being different from the existing literature, the method can be adapted to the scenes with different signal—
to—interference and noise ratios. This research shows that the proposed method is feasible to achieve
anti—spoofing in a complex communication environment where spoofing signals and legal signals coexist.
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Fig.2 Flow chart of communication anti—spoofing based on convolutional neural network
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Fig.3 Network structure when input are I/Q or amplitude/phase sequences
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Fig.4 Structure of CNN when the input are images
[ 4 #i AR FEIZ T CNN 92544

3 FEERSSW

SIEI IR T, 5T WA IERE -30~30 dBE, FIHES M 4FMERBFEQQ. WWE/MNL . BJFE
B A R, B R B0 5% B R R BE T R A ] A0 728 5 %6 2 M8 A9 T 4% 1R 47 S Bt 1k o
3.1 BifEE

HF ARG S MAEEE S 20A LA R, B b5 5 J 2% & 5 5 SRt i X0 . Ak fE S 548



1308 ABEH PSR TFERSRE 520 %

G5 93 ik 2 AR R B S RET o 5, BT e T MR A R s e, A 2o R AN [A] {5 TR [E (Signal to Interference
plus Noise Ratio, SINR). {5 T Ft(Signal—Interference Ratio, SIR). f5 Mk (Signal to Noise Ratio, SNR) LA K {5 T M
Fb an = (2)~(4) i 7R -

Ry=101gLs @)
Px
Ps
R,=101g=—= 3
sI gpI (3
Ps
R, =101g——— 4
SIN gpN+pI 4
K ps.popy TG Z U B )RR TR, R E TR RR R
Rg+Re
1 10 10
Ry=101g =101g Xy T %)
1 1 1010 +1010
RS] RSV
100 1010

M 2R e 570 AR G A5 A5 5 M8 4, R =0 16QAM . B AR L 4R I 2 4R . e AR S04 .
TWEEM A B S TR ATRE, Bk ARG SEAENGE BT, B2 8] /B 8/ 7
SEgE, R AP RRTAY  ZERTE IS R AR A X ME S R B T AN AR, AR 1)z fk e
7 B 245 3 S AE AR b SR BLHEAT AT . Y SR AR TR v BR AL T A WT BRI B A AE oL, AR SRR v i E i #)
A5 L . SNR HUHE i Bl 4 0~33 dB, SIR HU{E S Bl A —30~33 dB, - FH L1 Ry 20 4ol Iy T A i . i BR300 vt ik
(Long Term Evolution, LTE)## |47 4L % {5 il (Physical Uplink Shared Channel, PUSCH) A il J5 3 K Xt b7 (1 152 22 [i1]
i &£ (Error Vector Magnitude, EVM)Fr #E £ GEEAL , b AR UE 2 UCHLIE & )8, 16QAM M il iF, EVM BRAE A
12.5%. BMRENFSESSEEGE T, BHEEVME. SH5EGESXT, EVM<12.5% 1A R 2 il 2 i 7
HRBEImAES, ERFEARL; SIEEESXTH, EVM<12.5% 89IA R & o) i M s IR Im a0 15 5, 1 MAEAR
2 5T MAEEE S, EVM>12.5% BN R SR g S T S B0 MR 055, BN REAR 3. a4
B E AR AR 5 R A LS AL BN, AE AT BE I 21 % SNR AT SIR (17 15 i 34 A Bl L ECAE .

AR R AR BRI S NS E SR, ES VQME AT, Al — 4S8R, 1ERE SR IEE. It
Gb, WFFE TR SR EL TAF S5 A W B AR LR, R AR S B R R, O R T L A o A IR RN B (R % R T e 3 R
B B IR P SFEAR B 15 474 816 AT 5 KL, 3 838 5K IR F (AL 4% J2 JAE — (0 el A0 L Jas 131 €5 %% 1) o
BUEAE A 1612 800 1 %dE . 400 5K B Ao AR R AL 55 4 032 000 1 %dE . 1000 5K 1 o

32 AEAESRTIAEEBEI L

(1) S ——— B
P50 UQ (AL . 0 AR 3060 2 B — (P L s P s el O o B8
M5 4 Fh ROk A B MGG, EAE s 1] )
BRI T MBI, I s . EPB s, E T
PhAR A A PR S 3 = 1)/ — 10
AR AT U 0 R T S B “r ~ bty image
ALHECH Adam, 5% T L0000 1, 2% SCHRT10], 4 VQ Al L e
B AR 36 U A 91K 5 2x64, TSI 4 A K b 257 i el (310

2570 MEIHRT LU th, IZRe IR AR AR SZOK S sy e Convenmence cunies comparison of various signal
REK B TR, ESCSGH B TR U R A S O & R [511)5 S R RN S X

PEl 5 R [ B 0 e A 84 0 58, AT A ) T B 0

D FL— ¢ 5 PR L 5 4 032 /B, TSPV AT IR /INAT IR, 3 S 0 P P S AR
FEFUE S A £ 54 B 2 UM P R P 2 S, PR SRR, SRR A

33 ARG S M TEE R b

XF T 1/Q AR /AR LA S iy A BB R, CONIN 2 A — A [ 5 R/ 9 o F e s BB AT i 3l o0 0 R/ s T
AU A 4 B R B S T IR PR T RO 2 16QAM Wy 2, SR TTRE AL F R S AR B, BRI 32,64,128 F



512 0] KHEHE: SESEIRES LT TR CNN SR S0R A 77 % 1309

256 YRR B, (eSS b abAT MG R LA, 19 3RS /N RN R R ¢ R A AT 6(a) BT s o 4 i A g 2L i —{H K]
al 2 AR PRI, PR AR R KNSR S ROR T E —E R . B RN, A RREBEFR, S
AR SURFAE 5 B OROR, S, BEESBEONAAAN L, NI 2 AT T A 18] B BRI X A8 A
B B A 520 A ] ] 450 T R ) o A 23R 2 ) ) G R N 14T 6(b) BT /s

95

< 10
> Flp 100.0
94 |-
S
§ 93 § 99.8 |-
5 2
3 92 3
< ~ Q
g 9.6 + binary image | |
91 |- /\‘\x ] = color density
1 1 1 1 1 1 1 1
32 64 128 256 33 65 129 257
length of input data size of image
(a) accuracy under different input sequence sizes (b) accuracy under different image sizes

Fig.6 Comparison of recognition accuracy under different input data sizes
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Fig.7 Variation curve of recognition accuracy under different CNN parameters
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