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Waveform design of cognitive jamming waveform in intelligent communication

confrontation of unmanned aerial vehicle swarm

LIU Yuchao, GUO Lantu, LI Yuqian*
(China Research Institute of Radiowave Propagation, Qingdao Shandong 266107, China)

Abstract: In order to solve the adaptive problem of generating jamming waveforms in response to
enemy communication signals in Unmanned Aerial Vehicle(UAV) swarm communication confrontation, a
cognitive jamming waveform design method is proposed based on Spectrally Modulated Spectrally
Encoded(SMSE) model. By deploying six kinds of different waveform design parameters in the SMSE
framework, the waveforms with a specific spectrum structure are synthesized in the frequency domain to
generate cognitive jamming waveforms with corresponding functions to deal with communication signals
under different parameters in communication countermeasures. Simulation experiments show that the
theoretical model can generate the suppressive jamming waveforms: single—tone jamming, multi-tone
jamming, wideband interference, and narrowband interference. It can also achieve modulation deceptive
jamming for the modulation methods of BPSK, QPSK, 8PSK, and 16QAM signals. Compared with the
theoretical curve, the experimental results verify the theoretical feasibility of SMSE model to generate
cognitive interference waveform. SMSE model can realize the integration of suppressive jamming and
spoofing jamming.
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Spectrally Modulated Spectrally Encoded(SMSE)

TEARRTTANAES B, TTAHLEREXT BT —Fh T EE AL, TEXTBTAER AR, B AN E A4
—EW BTy, REE X A B B 5 25 S AT R A3 A, DT A R B et IR ke DL B B AR AR AT B . BlE A
THASEEHEARNIGE R, 25 T HRR PSR, AfFFSE0MRA, TANBEGR P, Moz, b1
A5 A5 400 I ) F 5 OR R L TE A HURE AR AR AR R 7 vh T U AR 5 UG R AT 55, o rk e aE & it
— P R . RBREEEORUE S P RS T B, R E 2 R R EREN . 7E BRI R R Y LR
iR B EE: 2022-04-24; fEEIBEA: 2022-07-02
BEETH: FHRHRBAEE TN H(A172105G04)

BEEE . W5 email:liyugianl 025@foxmail.com




5512 1 XEBE: T AVEEEIFPEAR T IERIZT 1319

o, TANUEES O RS A A 4%, AR X BT R GE ok TR B R PR . B — AR A RN BE T Y A Y
WA T8 R H X A B A RE 1, nl LUAR 6 B BE S i X TAERIC . RO S48, B B E dE A7 3, RORHE
VIS R4 T A PEREE . S T H A& N T T E AR RS, TN T RO ik i B R R R
SCo ARG T MR B A AT L AR [ e 09 & S Y (R R AR R T AR B LR R A PR v, 0 R Y A L
JrEA T E BN ANS A IE N RE T, A% G0 038 {5 X Py 2O DAIE PR AR Ak 1 M B PR B R g A R, TR AR
RPHE N R XX TR BB R TR AR . BB AL L A b AR T B R B 1 AL L R
ERNPAYAY SR T

INATT PRI E BT B 06 76 52 4 R85 vh [ 3 oy JR R ) R A5 34, 3 ol o i s ) ) 0 B A o e AR TR SR, A
7 A AR T YOI IRV S A TR ACR o N TR R DA AE . WIS R A AR T, O
T RS K B IRALRE , b C 5 B A R SR PR 5 FAE A7 251 . AN 2008 A - 4R, SEREIC &4 F TIAA
TV 0 BT 58 O S I S HE, e 36 [ [ B s F 5 31 X R (Defense Advanced Research Projects Agency ,
DARPA) B ¥ 19 [ 1 N HLF 84T 20 o Mo A0S S M5 . A G N B AL 38 B A I R W TP AL R H
T R EEEEF KT U FRREAR . NHGEAE SRR 25 A6 L R A3 £ A
TR I T — RPN . B/NF B EXHAR B F RS . R . BT TG00, IR TTL R
(Software Defined Radio, SDR)$; A H 5 i 20 5 7 &R 40 % B & b . H sh 4k . %Y 58 4k ok Mok s 2 A J i 1
A B FEE ALY N E R T A TR R G AR X BT E A EATER EE E X PR i A B .
AE T PRA e Je S A NP B H A SEAR T AR, DL SO R R o B v T AR 4 A QR R R U B AR H
FH T SR 8T BT AR L R A T, R T R JRINEI L SR S R S, R TN R
G5 A 0 A R DA R T EL A AR SRR A, BT T R R A T B 3 1 DA T R AR PN BT R R ) S B R
e FHORR T IO Y i i SEL R U2

XF T L O T R R BT T, 2015 4F K i AR POHILER R 4T T 1 BT AR FE RO T AL R £k
XEEAR BT HRRCRDT; 201948, A7 A8 X 58 Fom Ak 2 > R BB E 5 TP e sk Bk i AT T gE, R T RO E (R
SRR | BT SRR SZ TS IR L DL GRS SRR S T Ol kR R AR S ACE R R AE TR R
3F IR, BEXP AN A, BRI T A AR RE TR B, IR R X R RN SR AT T A N Y
HE, X H AR ) S B AEAT TR 2021 4R, BRVESEEN A TP R VA S R AR S AR EE AR AL 0y ) A, 2 K Q-
Learning 755 “# A" FILMSS G N B T &S, TSR mE S KEBMNSOR, M TE%
Bk, Ak 3 Bk LLIA B 0 F PSR 2021 4F, #X LA IR H — P 3R T AR U B W 4% (Generative
Adversarial Networks, GAN)MJIEAE TILWILE M A, 2 H GAN HIZRIHRE S B RE, 45 Bir
F SRR AL TR TEU DL BRSO B TN TR R G 0 TR R i S50k e, B IR/
FEARIT RS 50, B3%A % SIS RV 0 8 = A B8 it Gk T =4, B ISR il
3 A O =X TR O S —FE— A R AR BUHE SR .

P T3 8 7= 48 A SR T B — S R . AR SCANATE TR e S0 &, 58T 0005 98 61 |
A% 4 B (SMSE) LS AR AL 0700 8 e il T B R O =T A 0 OB — Ak, IFR 2 R R TS — A — AN IR
A RBE RS KRR X T B9 AE S, AR TTIE S A N E AN TR SRR TR O B R s M, ST
N AURE A 388 05 0 Bt 450358 i g H o

1 RgER

TEAHURESE i JC AL ] S AR AT S 4R — A AR R AR, o T RS TER A U0, 7E T
J PR BE AR . JC APLRE TP AR A R T IR OB B R, T LS AR R 4 0 E A R
AR AR 4, S m D AL VR SRR o AR Dy IR 7 O SE I 5 TR BB R, il EINA TR SR
7 AN HI TG 2L HE (Cognitive Radio, CR)FZA, T s BUAI 4T H bRl (5155, FIH MU ek 4 5 15 5 S 4,
ST o0 A AN RS G| B X A PO AR S 2 AT TS MO R, SR A AR A T B B AL T ARCY . FESEER I AT, A
R RS TR~ Vi 7/ NG S G R S AR T A Y U o7 W B | K N B e A W I S S DO R R G R /S
PRGIERERI LS B L0 T B 7 S PR ETE N R

AR TIPSR RAR T 23 AP TR Pk T PR O 2 R dIME TR A . BT, 25
B 7/ 71y 7/ R O 1 T =i 7 N - R N 1= 7 7 & A S = s B R S
DRI B AR 5 B SR, 5 UG E T A A5 5 R, O BRSNS W R AR R i S RIE R 2



1320 ABEH PSR TFERSRE 520 %

I, EEOR, AT DA AR — R A R S a B, e B — R BRI Al T PR AR A 9
5 R HAG T 58 0 HOAR /N elCH 2 36 Al SR/ B s el T PR A 585 SR Tl T B0 H A B R e 2 X
SRR T . X BB ST IR T AR bR, B T AL A D AR A e Y R o Y B T 0 3 e ok e £ AF
SRFEHATIAGR, A AT AR FEE & RS, R ERIR SR o TG e i T Pl 2 g
PR LA PO R E S A . B TSR IE S 4, Il BB A i 7 A S it T BRI . AT
WPIE Y25 mIE 2 s .

swarm of drones with cognitive interference swarm of drones

@ I interference

communication cognitive
interference system

suppressed interference
R analyze waveforms
the interference—%
ssance L PP —
module decision module deceptive interference
module waveforms
_____________________________________________________ |
Fig. 1 Cognitive interference scenarios for UAV group communication
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Fig.2 Cognitive interference waveform and waveform parameters
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Fig.3 Cognitive jamming system based on SMSE model
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Fig. 4 Spectrogram of single—tone jamming and multi—tone jamming
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