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Abstract: Single Event Upset(SEU) effects are a common cause of processor failures in aerospace
environments, necessitating effective protective designs to enhance the reliability of high-altitude equipment
in the fields of aviation and astronautics. Traditional embedded reliability protection designs typically employ
either single hardware or software approaches: implementing Triple Modular Redundancy(TMR) through
software requires substantial CPU resources; employing hardware circuits does not facilitate error reporting.
This paper focuses on the PPC460 processor as the target system, discussing an advanced reliability
enhancement design method utilizing Field-Programmable Gate Array(FPGA) technology for the PPC460
processor. The approach integrates an extended Hamming code encoding and decoding algorithm, parity
checking, and Triple Modular Redundancy techniques. By synergistically combining software and hardware
strategies, it improves the correctness of data within the storage space, reduces CPU resource consumption,
and effectively realizes high—security, high—-reliability, and interference—resistant protection for critical data
on the PPC460 processor in special complex environments.

Keywords: Field Programmable Gate Array(FPGA); Single Event Upset(SEU); Hamming code;
Triple Modular Redundancy
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Fig.1 Schematic diagram of PPC460 architecture based on FPGA
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Fig.2 Functional diagram of high security storage space
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%%2 Hamming i 4812 EIRE

Table2 Error patterns of Hamming code

S685554535,815 wrong pattern :ey3e5,€54 - -e,€, €, S685554535,818 Wrong pattern :e;3e5,€54 - -e,€, €,
0000111 000000000000000000000000000000000001000 0101111 000000000000000100000000000000000000000
0001011 000000000000000000000000000000000100000 0110001 000000000000001000000000000000000000000
0001101 000000000000000000000000000000001000000 0110011 000000000000010000000000000000000000000
0001111 000000000000000000000000000000010000000 0110101 000000000000100000000000000000000000000
0010011 000000000000000000000000000001000000000 0110111 000000000001000000000000000000000000000
0010101 000000000000000000000000000010000000000 0111001 000000000010000000000000000000000000000
0010111 000000000000000000000000000100000000000 0111011 000000000100000000000000000000000000000
0011001 000000000000000000000000001000000000000 0111101 000000001000000000000000000000000000000
0011011 000000000000000000000000010000000000000 0111111 000000010000000000000000000000000000000
0011101 000000000000000000000000100000000000000 1000011 000001000000000000000000000000000000000
0011111 000000000000000000000001000000000000000 1000101 000010000000000000000000000000000000000
0100011 000000000000000000000100000000000000000 1000111 000100000000000000000000000000000000000
0100101 000000000000000000001000000000000000000 1001001 001000000000000000000000000000000000000
0100111 000000000000000000010000000000000000000 1001011 010000000000000000000000000000000000000
0101001 000000000000000000100000000000000000000 1001101 100000000000000000000000000000000000000
0101011 000000000000000001000000000000000000000 0000000 000000000000000000000000000000000000000
0101101 000000000000000010000000000000000000000
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Fig.4 RTL diagram of fault signal generator and EDAC space
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Fig.5 Simulated SEU and TMR failure signal
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Fig.6 Simulation results of TMR and extended Hamming code reliability enhancement design
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