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Abstract: For addressing the issue of unauthorized actions bypassing security mechanisms to attack
systems in the integrated network of heaven and earth in the open electromagnetic environments, an
improved Genetic Algorithm(GA) is proposed. It uses the Decision Tree(DT) algorithm as the fitness
function, and significantly improves the interception rate of network attacks by deleting redundant
features in the dataset. Anomaly classification is performed through machine learning, and the feature
selection function of the genetic algorithm is employed to enhance the classification efficiency of
machine learning. To verify the effectiveness of the proposed algorithm, the UNSW_NB15 and
UGRansomel819 datasets are selected for training and testing. Four machine learning classifiers, namely
Random Forest(RF), Artificial Neural Network(ANN), K—-Nearest Neighbor(KNN), and Support Vector
Machine(SVM), are used for evaluation. The performance of the algorithm is evaluated through indicators
such as accuracy, F1 score, recall rate, and confusion matrix. The experiment results prove that the
genetic algorithm as a feature selection tool can significantly improve the classification accuracy and
achieve significant improvement in algorithm performance. Meanwhile, to tackle with the instability of
weak classifiers, this paper further proposes an ensemble learning optimization technique, which
integrates weak classifiers and strong classifiers for optimization. The experiment confirms the excellent
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performance of this optimization algorithm in improving the stability of weak classifiers.

Keywords: machine learning; Genetic Algorithm; Decision Tree; feature selection
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Table1 Pseudocode of DT algorithm as a fitness function

algorithm 1: GA with DT as fitness function.

input: feature list and labels
output: accuracy of the DT prediction.
1) split the dataset into training and testing sets;

il

2) instantiate a DT classifier instance and select the Gini index as the splitting criterion.:Gini(D) z zP P,

k=1kK#k

3) train the DT classifier using the training set;
4) evaluate the generated model using the testing set;
5) during the evaluation process,accuracy is used as the primary performance metric

#2 GARFFEEE RS

Table2 Pseudocode of GA feature selection

algorithm 2:GA for feature selection

input:dataset, feature list, labels, maximum iterations, and selected sample size
output:optimal subset of features obtained through computation

1) calculate the number of features;

2) calculate the initial population, i.e., the initial sample;

3) for each row in the initial sample matrix:

4) 1If the element population[i, j] = 1, then

5)  calculate fitness using the DT algorithm

6) end if

7) end for

8) obtain a list of accuracies and select the highest accuracy to identify the corresponding feature samples;
9) for the maximum number of iterations:

10) randomly select samples

11) perform single—point crossover

12) If the random number is less than 0.3, then

13)  perform mutation

14) end if

15) calculate fitness;

16) If the fitness is better than the previous one, then

17)  add it to the optimal one—dimensional array

18) end if

19) end for

20) upon completion of the iterations, obtain the optimal subset of features
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