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Influence of traction spoofing on vector tracking loop

ZHANG Xinran, LIANG Taotao, CHEN Maolin
(Institute of Electronic Engineering, China Academy of Engineering Physics, Mianyang Sichuan 621999, China)

Abstract: Traction spoofing is a highly covert type of spoofing interference that can induce the
receiver to track spoofing signals without causing the tracking loop to lose lock. For scalar receivers, the
tracking loops are independent of each other, so the traction spoofing for a single signal will not be
affected by the signals of other channels. All tracking loops of vector receiver are coupled through
receiver state and have mutual influence, which means that traction spoofing has different influence on
vector and scalar tracking loops. Based on the assumption that there is no noise and the carrier frequency
and carrier phase of the spoofing signal and the corresponding authentic signal are equal, this paper
analyzes the influence of traction spoofing on the vector tracking loop, derives the success condition of
spoofing, and verifies the analysis results by using the signal source simulator and software receiver. The
results show that the conditions for successfully implementing traction spoofing on vector tracking loop
are more stringent than those of scalar tracking loop, which reflects the inherent anti—spoofing capability
of vector tracking loop.
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Fig.2 Diagram of the traction spoofing process
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