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Design and implementation of lightweight layered protocol stack for WSN

GU Jian, LI Wenjun
(School of Electronics and Information, Hangzhou Dianzi University, Hangzhou Zhejiang 310000, China)

Abstract: Traditional wireless network protocol stacks have some problems, such as weak hardware
compatibility, high memory and CPU usage, complex function interface and so on. Using such stacks will
increase the cost of software and hardware for project development. In this paper, a lightweight layered
protocol stack is designed through the hierarchical design of protocol stack architecture, the open design
of hardware layer, the re-entrant design of function. It has the characteristics of low system resource
occupancy, high portability and multi-card cooperation. TAR EW8051, KEIL MDK, STM32CUBE are
utilized as software platforms to develop and test protocol stack. The test results show that this protocol
stack can be applied to wireless chips such as CC1100, CC2500, S14463 and SX1278, and it can
effectively deal with signal interference in complex environment and enhance the effect of point-to-
multipoint communication, which has high practical value.
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Bl WK 10 2 JE . TCER AL AR 245 (WSN) BT 32 B T Tolk A 7= . SRl . BRER m S 8. WSN 2
DU I B ML (5 48 b, RSO R4 . b7 | (25 . Bl S 2 e E s B iE R 245%™, WSN
WUk (protocol stack) FH T #L & 245 K 1) 22 Bad F2 . H AT R 30 B4k M4 iRk, 40 WIFI, Bluetooth,ZigBee 4%,
FUE TR E SR (L 2 FF 2.4 GH2) 515 & Bk br (g 845, BECF R, AR D, el el R4 4%
AR, B K B AL R AR L, A R T MU IR L B S W R M s R G B AR Y R T A O G
LN R AT IR &, MAREBCA IS B 5 DO . )R BB 5 ThEE, SR EUREEE S L s, 1
TNy e AE RN (] 80 A ME R, SR I H IR R R, BRI R AR . BT, Bk — AN or R g H T R
FE 1 v A WISIN PIRSOR EL AT A 8 194 S o o FH A1 {1

FEAR SO, $E T — i IE FH T JC 2R AL AR N 45 1 6 1 3 2 U IO —— 16T &) JC 26 W 4% Ph iUk (Easy Wireless
Network Protocol, EWNP) #7745, Jf H A Fr#& h s vl B pE 1 . ARG 45 . Z2 M RIae%, 17
WAk 5 5 #r
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1 EWNP ik s EEE

XEOP SRR AT IR B, MR JR SRR DI RE, T E O B2 AR 5, DA A B A Y 3 5 A R A A
SE L HCER A G R TR N S5 TCP/IP BMSUBERY , o EWNP HRisCE Rl 43 o 4 J2 45K, [ R I AR v
PR WS AR RO 2 B2 S BIC L R S IR T RE I 4% 2N O L K 6 A B 1 H R
Motk &% )2 A0 PG f o R P RO B BEAL L ALP AR, PRIEJCAE S B I EE A NOHE AT H Al 55
TIRER LB . EWNP 1575 VLAY b X D OB AT DD RERS T, D800 = 52 Z MU B TUAR 2 10, DA T e AR B 80k A
FE, il BRSO AR I A 0 2% R 8 B R K K A R

2 EWNP ﬁf‘iﬂ&ﬁ%lﬁ 'H'—Ii ':QH:EJF!I. type user data
application 16N (n+1)
2.1 EEMEHE S—
control  |subpackage ack application data
rensport &) &) &) (n+D)

WSN 3 5 9 52 Jot 2 0T K080 9 02
(AT EWNP BRI LR | o | | T | P A | P S| v
I 2 A RO 22 J2 2 B2, il R R

- head network data d
2 KON, AN R AN 14 Avge [P o (1) s
W BFEBAERET XA ZIReHTT Fig.1 Frame structure design

/4. WIFI,Bluetooth,ZigBee ¥CH Wiy i B 1 bt
BB BRI 34,17,15(5% 31). AHELI H , EWNP X IR M 4541 50 1) i D
22 BHEBEFAHNXIERS SN FIZIT

BE o J2 06 1 4% AF AE AR EATHRAE . SCBUR JZ ST AS0E B, IS 25 ROBOR B 1 S A R S T 2 A R A
PRI EA . T % . 25 IS B 1E 4 (Clear Channel Assessment, CCA). #:U{% 5 34 Jif 48 /1< (Received Signal Strength
Indication, RSSI)4F ISz AL, T4kl i CCL1100 (R IEIA R fearmer 1 S HR % 2§ Fosc A FREQ 25 77 7542 il 1.

f
earier = % FREQ[23:0] 1)
{538 25 1] Afchannet FI1UE UE 4 55 BWenanet i CHANBW . CHANSPC F1 CHAN 25 23 77 #4524
Afcranner = fx—‘jjc-(256 +CHANSPC_M )+2°NPCE.CHAN )
2
f
BWchanneI = X0s¢ (3)

8e(4+ CHANBW _ M )o2CHANSW E
TG 2 30 A5 B8 % Rowa 2 5 CSE DY IS4, H DRATE FF A2 e #E1H
(256 + DRATE _ M )+2PRATE &

Rata = % fxosc (4)
B (4) T, X T 45 8 500 % Reaw , AR DA N ALK 2] 535 19 DRATE A7 40 1E
DRATE_E:Iogz(Rdata'Z ) (5)
28
DRATE _M o Ren2  opg (6)

frosce? DRATE_E

EWNP TP J2 45 (3 0 1 17 o oR O 42 2 K 50 1 EL A 52 B o F % 2 7 D SRR AR 6 0 00 BCHE S8 LA A

B L AT S MO B, Y4 R Y T AR . (52 B Network_Card S5t B

B WRIRS | RIZHE S | R W AR A VA TR AR XE I — 57 B Network_Card 454 2

B SR T T AT (T4 B RS I, OF L (B R PR VR R 4 1
BRSO RE B RV W SR T R B T

23 MBERREMML

WSN X 0 45 22 ) A% 00 o 5K 2 Jrp 8 0 A 341k . EWNP 5ok 22 Bk it o A9 0 S 300, B b 4 7 A R 508 ek R
FoE T — 0 skl IS 2 S S R bRk 1 4 4
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EWNP W22 K ik e an &l 2 Fros, 32 2040 3 i ol e A0 2% J2 1w B R S5 A0 0 . Bk ph e 2 48 JZ 0
DRE . f5REME WIS T AT BAr bl . P gk sbht 54 S b bk A VCEL . ST AR AT SO A HARH
R, JE A A SR BCE N — Bk Ak ik o 9 28R 1 AR e S 4 e 1k i R v A TR 4 i R S I — A [ A =X
P28 )2k, AAEIRHHE . hakdhl | B A HbRE | WK R A R

P 246 J22 2 WA e A R X i 3 Ut R T AR B S R A B s Qal) v

—»| CCA check

AT b hE VT BE L, P AT O 26 OO0 & 5 (Cyclic Redundancy
Check, CRC). Bifit#ifis B ik, 76 TCPNP Hillitr, WI%s)2 v "
LR A — A BB, 40 B 24 12 0 0 b 00 0 15 0 2 varpon A A
B S, AR D Al A A R B B S i L il ¢
WSN &R 8 &/, X Rtk L3 . Hitk, EWNP l
SUE O 20675 4 WO Ko B DD LR T DR Nﬂ@ah“ — t
send error count —
ol S I R v
Fig.2 Network layer sending processes subpackage
& 2 W)z Kk T
24 EHEBENESAEMRIT t"n
| fransport | | receive state
i X L2 B B 5 SRk e m s | P
FeR%. Wl 3 Pros, EWNP &5 )2 K ik i /8 vl 40 8 804 o3 Fig.3 Transport layer sending process
£, fF B rh A . BN (ACKnowledgement, ACK)J i . 4 3 fet= Rk

TRE AL AR RO LR Rk i, TR R L A B R DA ] AT A B A B AL Ui . 1 i A )
XT3 86 B AT B AT . A A BRIR R R HE ST FR, Flan CC1100 19 4% A 4 i BA % (First Input First
Output, FIFO)R A7 64 747, HIPAREL HAEKk % 64 NFI ARG . 24 & 58 505 K B K T 8k i K A& 5 #hoc
(Maximum Transmission Unit, MTU)BZE X804 247 /00 8 . Zp 05 BAF T — D50, a5 iaas %4
di 400, EZ A4 16 AL, EWNP 24t MTU 7 358 42 11, AT DUAR RO 7 R vk AT e AR AL i
K3 Uiy Rk e — WU, AR e R N BRI B IE R ACK M R, DA R i B ik . EWNP #R I
ACK AR I AL 1 . ACK — [ AXAVEH2 Ui DAl Y, 30k Wl 3 i I 4% B TR 2% . 3T ACK A Ui S 7 1)
A, o — 2k S i PRI A B sl aim & I R B N ACK TH B R, ARkt ACK 4 M8l , JFET —IE
R IE I M ACK I BRBHE B o 3K P s T — Y A5 1K 3180 B 1% s R, s 1 % 0 28 B¢ 50 ) T %%
W7 il 8 L ) R 15 A T R T S B KBS R T B AL e A T SR . T RE R 2 CCA HE DR IINAE EOR A, A
15 38 23 DR DU R 0 2 )22 R 36 42 11 R R B o YA TE AT, DUDAR 4 Bt ATL 3R ke B Ok T 4 A 1 S A R e
Taelay = Jiffies +ﬂ + Random()%5 @)

data

R Tew B— DT SBIEHI, F£m CCA TR A 4 5 Jiffies Fn £ 4524 /i 5L 1) i 4 (Real-Time
Clock, RTC); Laaa A1 Raa N EUHE S BE (PR . Byte) ML iy 3 3R (B4 . kByte/s); Random ()M BEHLEL ™ A= pR %L

25 MAERHE4EF SEHMINEE

N SE EWNP DSk i fie i 2, 3R BUR4E 3 Thne . RER B A C B 28U, AR e % 2 Mk
T B B 2 A O R B e P SRR AL B . RTARE T SO B R AT R L M L el SRR
A5 4 T BE T N Z 0T R A6 EWNP (1 it 25 # A 408 b B R . T S AR SR B, AR T AN . R
WY AETE T4 ARG R, A RZ T A S — W ENRSEA SR ACK HE .. MIEHE &M RSSIE
P BT T R
Chan_val = 353 .7, Nod _Num
-100 256
K . Chan_Val AfFiE iS4, RSB EE /NS AM; Nod_Num Fox 11 S5, RSSI FRREIE
TR, AR dBm. ARE 6 {4k DU Y RSSI_dec fEL, 15 RSSI:
(RSSI _dec —256)

0.3 (8)

RSSI = —RSSI _ offset, while RSSI _dec >128 9)
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RSSI =

%—dec _RSSI _offset, while RSSI_dec <128 (10)

2 (9) = (10)F1, RSSI offset Fnmfim2e(E, Hfih dBm. A WSN R4 5, 71 &5 i i) A 9 5 & 260 Bk
i, FoRMBIEL, HiELE 10 MO0BEIN, W EEAZEER FI 800k, W78 s, &
BUEETEE . AN, TR E T ARIEI B W SR AR Z AT 5 A O = R R UIT & .

3 EWNP itk 5 o
3.1 BREASABEMENR

i TI A F AP R AE C L (5 AL HE2 CC1110 K H X F 24 #% SmartRFO4EB {1 M 474 . CC1110
A8 IR PR R S IS & #% CC1100 FIdG 3 7Y 8051 4b¥E#R, #H45 32 kB flash fil 4 kB RAM. JC4k 1% i o K & = 7] ik
500 kBaud, 7F 1.2 kBaud =& 1y R &8 7] 35110 dBm. T /E4 %50 & 300~348 MHz, 391~464 MHz FiI
782~928 MHz., WIN7 }355F, H IAR EW8051 V1.2 fE MK H & F &, H XCOM V2.0 /£ & AEi T E .

% |AR EWS8051 #4iiFi#ix, EWNP 2L 20 8 kB, Jf#F CC1110 Ab¥ % B3R BT, 3T EWNP
B 2 TP i, M S Ho R A 3] CC2500,S14463,SX1278 25 Jo 2k ith F If ks i . 45 5 £ W, EWNP
KBTI BRI B AR, B AR e A R AT R A 1

3.2 BIFEHmERNK

SN RSN 2200 M R JC AL IR W 4% 1 At . SEIS AU EWNP PR SORR B9 42 11 R BGHE ATl AR L X B2 )
L VR 2 R RO B . I 10 s P S G 4 RN X TR A A R R R B A S B S LR L
F 1 FIRSEOIK AT
Tablel RF parameters and test conditions
receive filter transmission  transmission

bandwidth distance power
433 MHz GFSK 38.4 kBaud 64 Byte 20 kHz 200 kHz 100 kHz 10 m 10 dBm 10s

SO AGEAER, R FENRRERA - NREEREEE, RXGS THEAELEFE I S5 4 (test
group)-5 Xt B 4 (control group) &5 % SR 45 R AR 2 iR . SAMERomis 5 &k wiBEE, Ui 2 AHE%E
WM EA, S, XHE4 10 s NI MR 554 I, BEWUECE K E N 64 FA5, M4 T 28.4 kBaud (155 PR
14 5 TR (A S 80 b 38.4 kBaud 14 i R A F8 To 430 15 B0 %, R 5 R S R T S AT RERT) .

base band modulation data rate data length frequency offset channel space testing time

S AL 10 s YRR, 342 b, I % i S ——
342 i ACK J§ B . ACK H BV IH 7 18 =475 A 23k Ar , Table2 Point to point test results
BEE N 32 FA . BCSL I nY L bR AR AL Ry R N point to point number of sender send number of receiver receive
26.3 kBaud, W/NTXMALMER. BUIEEHELT oo o v

P 5 2R 5T T, EWNP B iU 19 3 15 3 25 250 R AN B
W, T ACK Bt A ik B 7= A 0 R T8, 3 350 SCBUHE A% B R T T R
HO 2 AE R, A — B N AT RE A 2R AR EUE 1S S B TP AR MR BT . SEE A S ) IR 1Y
X Z MRS R 3 fis . XA R A A R AE 10 s PN Y &k B He 6 S A5 B TSR [R], O 554
W, T % 2L A I R R A B AN 66 T AR T X R A X o 3 1 RO G [ R A 88.1% . 1X 3R WA 2 45 [ At
RBEFET, ZHBIRZRBAZILRES, &6, SRR,
%3 XML R

Table3 Point to multipoint test results

point to multipoint state of transmission number of senderl send number of sender2 send number of sender3 send number of receiver receive
control group SUCCESS 554 554 554 66
SUCCESS 94 74 127 295
ACK_ERROR 2 4 1 -
test group ACK_TIMEOUT 25 18 24 -
CCA_ERROR 42 43 33

S R R R KR AR 4> SUCCESS,ACK_ERROR,ACK_TIMEOUT #I CCA_ERROR. SUCCESS #/mk
%58 O IR IE i ACK; ACK_ERROR R &k, HIEZWEIHE 1R ACK; ACK_TIMEOUT %R k ik 5%
A, AHAE B B R N A Y E] ACK; CCA_ERROR W R R fRIA N, HUH &k, LI 34K 10 s Nk %Ik
A5 SUCCESS Mm% 43 il )2 94,74 F1 127 Wi, BV & 3% vty 5 452 WA o 1) A7 2050 A% B i 45 oy 295 ot AH A58 1 S 6 4 S5O XT
ROEAE, RORTRE 13.7%, [A) B2 X B2 2 X 258 (52008 110 4.47 £% 0 X R EWNP PrsORE o fF Bk i . BE L
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BB SRR ALE], RO T B IGEFIHIE TGS T, BT RIS R E AR R,
3.3 ZMFNiR

i T} STM32CUBE JT &% 7E STM32F103 [-#5#% FreeRTOS #x AR LA HEVE R S8, ¥ EWNP Bh il A
HWREZARG . EREWHABHEMN 2 KKK, BIE X 2 4 Network_Card Z5f{k7s &, 435I F CC2500 Fi
SX1278 WK Lty o FreeRTOS #E R F B Z L FE T I A A EWNP #: O B %L, [RIBTH0AT PG i o ek
R¥AE, R E S Z MR8

CC2500 J&—3K 2.4 GHz (M mtERe g & 2%, 1B, 2B 15, EMMERT . SX1278 &2 —3K L
FF LoRa #MJii4 Ry 433 MHz &R i, (ke , Wi, 208 . Satfe ok, SRR LIgs A M E
WIS, FE R TC AL AR M4 h gkl B 5w S8 A e

4 R

MALEE R LW, EWNP 232 PpRGA B 7 SO 9 B2 i A it B AR, HREPRIRA TR, b )T 46 K 2 B i
flAh LGS RN TG 8 o I P BURR RT LA AR w8 X 2 B A5 A8OR , TREIE A2 % B N 4 T A PR BT, W R M T2k
IR P25 1T R o [, EWNP PRSCR ek 2 R UR R T4, (i RE RS 45 & R R JC 2l i S s s 1, 128
FROR I 28 b Ak, 4 R H T & S8 % . 28 BTk, SR EWNP B2 073 JR h iSOk, mT DAL S I A i 1 e
Y JC LR A TS W 265, B AT g 1) S A (DR B ) O G 5%
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