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Image tampering detection algorithm based on
circular segmentation coupled rule
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(1.College of Information and Engineering, Xijing University, Xi’an Shaanxi 710123, China;
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Abstract: In order to overcome the problem of false detection and missing detection when the
threshold is not set properly, an image copy-paste tamper detection algorithm based on the optimal
correlation rule of circle segmentation coupling is designed by using Cross-Correlation Function(CCF).
The FAST operator is introduced to extract the image feature points accurately by calculating the gray
value of the pixels and their adjacent points. Using the histogram information corresponding to the feature
points, the principal direction of the feature points is obtained, and the neighborhood circle of the feature
points is established in this direction. Through the segmentation of the circle, the gradient features of each
segmentation area are obtained, and the feature vectors of the feature points are obtained. The correlation
degree between feature points is calculated by CCF to construct the optimal correlation rule to complete
feature matching. The Euclidean distance between feature points is calculated by matching the feature
vectors of feature points. The feature points are clustered, and the copy—paste tampering content is locked
to realize forgery detection. The simulation experiments shows that the detection results of the proposed
algorithm for copy-paste tampered images are more accurate than those of the current algorithm for
copy—paste tampered images, and it has higher robustness for content modifying such as rotation and
zooming.

Keywords: copy—paste tampering detection; threshold; FAST operator; circle segmentation; optimal

correlation rule; Cross-Correlation Function
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Fig.2 Image feature points extracted by FAST operator
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Fig.6 Detection results of duplicate—paste tampered images by different algorithms
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Fig.7 Results of copy and paste tampering image detected by different algorithms after scaling
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(a) initial image (b) copy—paste tampered image after rotation (c) reference[14] algorithm (d) reference[15] algorithm (e) this algorithm

Fig.8 Results of copy and paste tampering image detected by different algorithms after rotation
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Fig.9 Results of copy and paste tampering image detected by different algorithms after adding noise
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Fig.10 Detection results of multiple copy—paste tampered images by different algorithms
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