$18% W6l AMERZS5BEFEREFER Vol.18,No.6

2020412 A Journal of Terahertz Science and Electronic Information Technology Dec. ,2020

XEHS: 2095-4980(2020)06-1093-06

WSN R#ERIE BN B EN N ERN TR
R, WEE
(FFIRHRME e R 2B Biss ik, W TR 459000)

W OE.H4AETELAERREWSN)t k8 Ea X e BN FEE, B —#ETHRERSE
MBEHMEERNEANLE, ZHEEAULTRENECMNEEN Ea, AARERNT RS M
BABRNFRE2HANE md A ikogE, AERTRE 2NFRAEEREFEHLEROC)HE
EH, B EERRE 2ANTFRENBRAGBE LG, DT EZRERFERLGD B LB LMLHE
WEZERNERMN., FEMNEH: ZHEENEHRERINE G 99.6%F 94.9%0L £, 5HME
HENERNZEML, T2HNEDPRE 0.5%F 10.2%% A .

KEEH: LAERMNE; HiEme; NEAEN; BRBEEHL

FESZES: TN911.7 XEARERD: A doi: 10.11805/TKYDA2020139

Adaptive intrusion detection scheme in data fusion stage of WSN

LI Hongfei, SHEN Yuxia
(Teaching Affairs Office, Jiyuan Vocational and Technical College, Jiyuan Henan 459000, China)

Abstract: In order to resolve the security monitoring problem of critical infrastructure based on
Wireless Sensor Network(WSN), an adaptive intrusion detection scheme in data fusion stage is presented.
The presented scheme takes the cluster network structure based on weight as the foundation, respectively
using the anomaly detection subsystem and the misuse detection subsystem to detect the known attacks
and the unknown attacks, and then adaptively adjusts the proportion of fusion data transmitted to the two
sub-systems by tracking the Receiver Operating Characteristics(ROC) and the reward and punishment
mechanism of the two sub-systems, so the intrusion detection of critical infrastructure in the data fusion
stage can be realized. The simulation analysis indicates that the accuracy rate and detection rate of the
presented algorithm is as high as 99.6% and 94.9% respectively, and can be improved at least 0.5% and
10.2% by comparing with other classic intrusion detection systems based on cluster structure.
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Tablel Simulation parameters

ﬁﬂ Kl 2 iR parameter value

simulation time/s 660
communication radius/m 100

3 'HE ﬁg ﬁ *ﬁ- packet size/B 250

scope of trust score [0,1]
- N Lt g A . . ; weight parameter a 0.7
AID-DFS X H:J NS3 'fﬁ E 1?5’ AT 'fﬁ E y/\ 1E 'fﬁ E jﬁ Qﬁ ,fg ”Z %g' types of intrusion attack DoS/Probing/U2R/R2L
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