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A certificateless cross-domain quantum key agreement protocol

MA Xiao, SHI Yunmei’, SONG Ying, MENG Kun
(School of Computer, Beijing Information Science and Technology University, Beijing 100101, China)

Abstract: Aiming at the problem of insufficient security of traditional cross-domain key agreement
protocol, a new cross-domain quantum key agreement protocol is proposed. In the certificateless key
negotiation system, the combination of quantum key negotiation and classical cryptographic algorithm is
adopted to improve the ability of the protocol to adapt to the existing communication network architecture.
The key negotiation process uses three-particle quantum teleportation, and the quantum state non-cloning
theorem can guarantee the security of the key during the negotiation process. Compared with other
schemes, the proposed protocol has higher quantum bit efficiency and can resist various internal and
external attacks such as man-in-the-middle attacks and replay attacks.
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Tablel Symbols meaning

symbols description symbols description
QCA,,QCA, Quantum Certificate Authority with different Trust Domains PriKeya() signing data using 4's private key
R; random number 7 exchange() QKM began to entanglement distribution
qk quantum keys T time stamp
Hash() Hash calculation of data P cross-domain identifier
A—B{M} A sends a message M to B H Quantum Key Distribution Request Identification
ID identity information QKMC Quantum Key Management Center
PubKeya() encryption of data using A4's public key
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Fig.1 Relationship among protocol participants
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1) Alice—QCA, {PriKey atice(IDpob,RA)}

Alice [1] Bob & ik FfitlL%k R, VLK Bob 19 ID, i Alice MFAAXIF 24, M QCA, KW Alice Z 5
Bob i {5 .

2) QCA,—Alice{R,,PriKeyocai(Hash(IDoca1,R1))IDoca1,P}

QCA, UL F Alice MK, i Alice BI/AFIR A M BR B # B ek, BEJEdFE— A BEVLEC R, S S8 30 15 bR iR
P, 5 R FI QCA, 1% ID MM A B3RS, R A CRAVAZ 44, R)IG KIE4 QCA.

3) QCA;—>QCA,{IDpjice;IDpon, H}

QCA, £ 2| Bob Xt i By HiA {5 AL BRI 55 % QCA,, ¥ Alice Al Bob B ID, # FH 4]0 Kt -RiriH H KL%
QCA,.,

4) QCA,—Bob{R,,PriKeygc:(Hash(IDgcaz2,R5)),IDqgca2,P}

QCA, e ®] QCA, iRk, QCA, 15 QCA, 1Y ID MEEHLEL R, WA A RIEMS 254, 5 QCA, 1 ID., FfiAL
R, S WGE A5 AR IRAT P ARV 2 4 5 — I & 45 Bob.

5) Bob—QCA,{PriKeygo,(1Dgob,R5)}

Bob [l QCA, &K% FiHLEL Ry LA M Bob 1Y ID, fii il Bob MFABAXIE B4, 11 QCA, iEW] & i .

6) QKMC—QCA, {exchange(),qk}; QKMC—QCA,{exchange(),qk}

QCA, %] Bob M B IMEE , KA E LIRIG, QCA, fl QCA, 5H M FM I IE5E . QCA, il QKMC il
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7) QCA —Alice {PriKeyocai(PubKeyaiice(qk,R4)),T} 5 QCA,—Bob{PriKeyocs(PubKeyp,(qk,Rs)), T}

QCA, 1 QCA, [FIff[a] Alice fll Bob A Jil gk, qk f#iFH Alice Fll Bob £ HRIAFINE I 4, H I % 5 ]
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Alice 1 Bob i FHAL B IS (1 gk VE 25 1% % SH AT 82 T ok 0 AE .

S &
ce QCA, QCA; Bob

QKMC
1.Alice—QCA1 {PriKeyasice(IDgop.R4)}

2.QCA1— Alice{R,,PriKeyqca (Hash(IDgca1,R1)),IDgca1, P}

3.QCA1—QCA2{IDjice, I Dpon, H}
4.QCA2—Bob{R,,PriKeyqca2(Hash(IDgca2,R>)),IDgcaz, P}

5.Bob—QCA2{PriKeyg,,(IDgob,RB)}
6.QKMC—QCA2{exchange(),gk} 6.QKMC—QCA2{exchange(),qk}
— - .

7.QCA1— Alice {PriKeygcai (PubKeyaiice(qk,R»)), T} 7.QCA2—Bob {PriKeyqca2(PubKeygon(gk,Rp)), T}

Fig.2 Protocol workflow
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3.1 SMERIE

3.1.1 HEA S

M SGEGERAET, WhETURERSHEE TS 1S,

HE 1: Alice—QCA,{PriKeyjice(1Dpob,RA)}

HE 5: Bob—QCA,{PriKeypo,(IDgoy,Rp)}

QCA 73 ik v 25 Jo ik HI K5 B & opr i, SBUR AR . QCA WBIHEMUH B, Wikl B ARG &
EHAXMEE 2 AHE 4 A% HE.

B 2: QCA,—Alice{R,,PriKeygcai(Hash(IDoca,R1)),IDoca1,P}

HE 4: QCA,—Bob{Ry,PriKeyocar(Hash(IDocaz,R2)),IDgcaz,P}
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. Table2 Protocols comparison

4 3—(-‘)’[ % ﬁ *ﬁ' protocols quantum state quantum bit efficiency
Shukla!''s protocol Bell state 16.7%
o e . [18]s

A5 L 5 T 0T R TR A 0 R & Chong s protocl Bell satc 16.7%
. — e A A e NN Huang'™'s protocol Bell state 25%
Y, [ R 2 AR AT B O AE B 24T ul-le[i]'s prI:)tocol four-particle cluster state 26 67(:%
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% %ﬂ /fg lgﬁ 21/3\ i 15 X ji o {'I:‘L JEH Cabello[ : E,(J E % 24 fl% 5& protocol in this paper three-particle spin state 33.33%
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PRI 2 ML LR B, ¢ SRR BT TR T R AR, TR BT RGN 3n, HAE TSI
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H 33.33% KEAPRCS JLAP SR G T BTG T XS, LR 20 MNFR 2RI, AR PR SCA B i T TR AR .
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